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Introduction

If you're a PHP developer building a public-facing Web application, there are a number of good reasons why
the cloud should be on your radar. It's highly scalable, allowing you to quickly scale up if you application turns
out to be a hit. It's cost-efficient, because you only pay for the resources - bandwidth, CPU cycles, memory -
you use. And it's secure, because cloud providers have invested a great deal of time and thought into ring-
fencing applications and user data.

However, if you're new to the cloud or do most of your development locally, getting your PHP application from
your local XAMPP box to the cloud can be a bit challenging. That's where this tutorial comes in. Over the next
few pages, I'll walk you, step by step, through the process of deploying a PHP/MySQL application running on
your local XAMPP server, to a cloud server running LAMP packaged by Bitnami. Keep reading!

What You Will Need

Before we begin, a few quick assumptions. This tutorial assumes that you have a XAMPP installation with a
working PHP/MariaDB application. It also assumes that you're familiar with the MariaDB command-line client
and that you have a working knowledge of transferring files between servers using FTP.

If you don’t have a custom PHP/MariaDB application at hand, use the example application included with
this tutorial: it's a simple to-do list, created with Twitter Bootstrap and PHP. You can download it from
here.

Now, if you're new to the cloud, you might be wondering what Google Cloud Platform and Bitnami are. Very
briefly, Google Cloud Platform is a cloud service offering, which allows you to easily create Windows and Linux
virtual servers online. Bitnami provides pre-packaged server images for these cloud servers, so that you can
become productive with them the moment they come online. In short, Google provides the cloud infrastructure,
and Bitnami provides the server images and software. And since Google Cloud Platform currently offers a 60-
day free trial, you can easily experiment with it without worrying about being billed for usage.

For this tutorial, I'll be using LAMP packaged by Bitnami, which is Linux-based and bundles PHP, MariaDB and
Apache, together with key applications and components like phpMyAdmin, SQLite, Memcache, OpenSSL, APC
and cURL. LAMP packaged by Bitnami also includes a number of common PHP frameworks, including the
Zend Framework, Symfony, Codelgniter, CakePHP, Smarty and Laravel.

To deploy your application to the Google cloud with LAMP packaged by Bitnami, here are the steps you'll
follow:

» Register with Google Cloud Platform
» Register with Bitnami
* Connect your Google Cloud Platform and Bithami accounts

* Provision a cloud server with LAMP packaged by Bitnami


https://www.apachefriends.org/
https://bitnami.com/stack/lamp
https://mariadb.com/kb/en/mysql-command-line-client/
https://getbootstrap.com/
/downloads/tasks-app-source.zip
/downloads/tasks-app-source.zip
https://cloud.google.com/
https://bitnami.com/
https://bitnami.com/stack/lamp
https://framework.zend.com/
https://symfony.com/
https://codeigniter.com
https://cakephp.org/
https://www.smarty.net/
https://laravel.com/

 Validate the cloud server
» Deploy and test your application on the cloud server

The next sections will walk you through these steps in detail.

Step 1. Register with Google Cloud Platform

At the end of this step, you will have signed up for the Google Cloud Platform free trial.

Begin by creating a Google Cloud Platform account, by browsing to https://cloud.google.com/ and choosing the
"Start your free trial" option. You will need an existing Google account to log in and sign up for the free trial; if
you don’'t have one, you can create one here (remember to keep track of your account username and
password, because you'll need them in the next step).

‘-) Google Cloud Platform Imm [ o |

Why Google  Products - Solutions  Customers Documentation  Support  Partners  Blog Free Trial Contact Sales

Try Cloud Platform for free

Get $300 in credit to use for 60 days.

Start your free trial | or See the FAQ

Once you've signed in, provide Google with some personal information and your credit card details.

Google sian up f
3

Projects

gilling Country

Account settings
Meed help?

Accounttype Business
Privacy & terms

& Individual

Name and address

Primary contact

It's important to note that you're signing up for a free trial and your credit card won't be billed unless you
migrate to a paid account. The trial includes $300 of free credit, valid for 60 days. Once the trial ends, your
account will automatically be paused and you'll only be charged if you explicitly choose to upgrade to a paid
account.

The Google elves will go away for a minute or so to verify your information and if all is well, you will be
redirected to the Google Developers Console, which allows you to manage your billing account, create new


https://cloud.google.com/
https://accounts.google.com/SignUp
https://developers.google.com/console

projects and get support. You should see that your free trial is now active in the billing credits section.

Google Uparade your account Only $300.00 and 60 days remain in your free iria

Projects

silling

My Billing Account

Account settings

HISTORY ~ SETTINGS PROFILE  ADMINISTRATORS ~CREDITS  BILLING EXPORT
Need help?

Privacy &terms
PROMOTION ID EXPIRES ~ PROMOTION VALUE AMOUNT REMAINING

Free Trial Dec 27,2014 $300.00 $300.00

You should also receive an account confirmation email, which tells you that your account is good to go.

Bitnami uses the Google Compute Engine API in order to manage and launch cloud servers, so this is a good
time to enable the API. Plus, new cloud servers always launch within a project, so you'll also need to create a
project. Both these tasks are easy to do from the Google Developers Console. Follow these steps:

* While you're logged in to the Google Developers Console, select the "Projects" menu item and click the
"Create Project" button.

* Enter a name for the project (such as "My Bitnami Project”) and make a note of the auto-generated project
ID.

—

New Project
PROJECT NAME

Iy Bitnami Project

IPRCJECT\D

I‘ studious-optics748 C
L

Create Cancel

» Click "Create" to create and activate the project. You should now see it in the project listing.

Google Uparace youraceount Only $300.00 and 60 days remain in your free trial

Projects 0
Create Project

silling

PROJECT NAME PROJECT ID REQUESTS ERRORS
Account settings

Need help? My Bitnami Project studious-optics748 0 0

Privacy &terms

» Select the new project name in the project listing, and you'll be transferred to the project information page.
» Select the "APIs" menu item in the left navigation bar.

* Look through the list of APIs, or use the API search box to search for the term "compute engine". Find and
turn on the Google Compute Engine API.



Google Jperade ous accoun. Only $300.00 and 59 days emain i yourfee il

siling & setings

APIs &auth

1000 reavests/ce o

2000000 recue scs/da o

» Verify that the Google Compute Engine API now appears in the list of enabled APIs.

Google s your sccoun. Only $300.00 and 59 days remai n

Enabled APIs

My Bitnami Project

momnn:

Step 2: Register with Bitnami

At the end of this step, you will have created a Bithami account.

The next step is to create a Bithami account, so that you can launch a cloud server with LAMP packaged by
Bithami image. If you have a Google, Microsoft or Github account, you can use your credentials from those
services with Oauth to create your Bitnami account.

If you don’t have accounts with those services (or you don’t want to use them), you can use your email address
and password to create a Bitnami account, as described below:

Head to the Bitnami sign-up page.

e Enter your name and email address.

e Choose a password.

* Review and agree to the Bithami terms of service.

Then, use the "Sign up" button to create your account.


https://bitnami.com/account/sign_up

0 bitnami Applications Kubernetes Developers Company.

Create your Bitnami Account

Do you already have a Bitnami Account? Sign In

Register with Email Register with an External Account
First name Last name
G Register with Google
Email [»] Register with Github

[ 5 Register with Microsoft

Password

You will need to accept the Bitnami Terms of Service and
Customer Agreement once you finish the registration.

Password confirmation or

O Iaccept the Bitnami Terms of Service and the Customer
Agreement

O I would like to receive the Bitnami Newsletter for news,
events and more

rivacy Policy to learn how we use your personal

Bitnami will send you an email with a verification link which you’ll need to click or browse to, to activate your
account. This will also sign you in to your Bitnami account.

Bitnami account registration confirmation

From: hello@bitnami.com, To! Date=m———————

Confirm Your Account

Please confirm your account by clicking on the following link:

https:/bitnami.com/confirmation?confirmation token?ﬁ;

IFyou did not sign up for this account, you can disregard this email and the account will not be created.

Regards,

The Bitnarni Team

Step 3: Connect your Google Cloud Platform and
Bitnami Accounts

At the end of this step, your Bitnami Launchpad for Google Cloud Platform will be configured and you
will be ready to provision a cloud server.

The easiest way to set up your Google cloud server with LAMP packaged by Bithami is via the Bitnami
Launchpad for Google Cloud Platform, which gives you a simple control panel to provision, start, stop, connect
to and check status of your cloud servers. However, to use it, you must first connect your Google Cloud
Platform and Bithami accounts.

To do this:
* Log in to your Bitnami account if you're not already logged in.

» Browse to https://google.bitnami.com/.


https://google.bitnami.com/
https://google.bitnami.com/
https://google.bitnami.com/

» Select the "Sign in with Bitnami" link in the top right corner.

0 Bitnami Launchpad for Goegle Cloud Platform UBRARY I SIGN INWITH BITHAM

Bitnami Library

Popular open source images, provided by Bitnami, ready to launch on Google Cloud Platform in one

ClicK.

Google Cloud Platform

Google Cloud Platform enables developers to build, test and deploy
applications on Google's highly-scalable and reliable infrastructure. If

you don't have an account already, you can create one on the Goagle

Cloud Platform website

The Launchpad will recognize your Bitnami credentials and automatically sign you in.

The next step is to set up an administrative password and connect your Google Cloud Platform account with
your Bithami account. To do this:

e Select "Virtual Machines" in the Launchpad menu.

e Since this is your first time, you'll be prompted to set up your Bitnami password vault by entering an
administrative password. Enter a hard-to-guess password.

0 Bitnami Launchpad for Google Cloud Platform VIRTUAL MACHINES LIBRARY | ACCOUNT

Setup Your Bitnami Vault

Before continuing, we ask that you setup a
password for your Bitnami Vault.

This password is independent from your Google

Cloud Platform account, and is used to secure
access to sensitive information such as SSH keys
or AP/ credentials.

We can't recover it for you, so please be sure to
virite it down.

Password

Password confirmation

SAVE PASSWORD

The Bitnami Vault password offers an additional level of protection against misuse: you'll need to enter it
when performing certain operations, such as creating new cloud servers. Again, make sure you note it
down for future reference.

IMPORTANT Your Bithami Vault password is different from your Google Account password.

* Once your password has been accepted, you'll be redirected back to the Launchpad page. Select "Virtual
Machines" again in the Launchpad menu.

e You'll be transferred to an authorization page, where you can confirm that the Bithami Launchpad is
authorized to connect to your Google Cloud Platform account. Click the "Accept" button on the page to
proceed.



Google

Third party icon

~ Bitnami Launchpad would like to:
Wiew your email address
Wiew your basic profile infa

“iew and manage your Gaogle Compute Engine resources

Manage your data in Gaogle Cloud Storage

By cicking Avcet, you sllow this spp and Google to use your informstion in
accordance with their respective terms of service and privacy policies. You can
change this and ather Accourt Permissions &t any time:

il m

e You'll now be redirected back to the Bitnami Launchpad, and asked to select a project within which to
launch new cloud servers. Enter the project ID you noted in Step 1.

0 Bitnami Launchpad for Google Cloud Platform VIRTUALMACHINES | LIBRARY | ACCOUNT

Specify a Google Compute Project to use:

In order to launch instances on your behalf, you must
first specify which project you would like to use. You
can create and manage projects from the Google

)
Developers Console %

Once created, you must also enable billing to use your
project to launch new instances

New to Google Cloud Platform?

Sign up for free and get $300 to spend over 60
days on all Google Cloud Platform services,

PROJECT ID (FOR )

studious-optics 748

SELECT PROJECT

Your Google Cloud Platform and Bithami accounts are now connected, and you can launch new cloud servers
with Bitnami application stacks.

Step 4: Provision a Google Cloud Platform
Server

At the end of this step, your Google Cloud Platform server will be running and you will be able to access
it through your Web browser.

To provision your Google Cloud Platform server:
e Select "Library" in the Launchpad menu.

e Look through the list of applications available in Bithami until you find LAMP Stack. Select it and click
"Launch". If required, enter your administrative password.



@BimamiLaunchpadforeooglecloud Platform VIRTUALMAGHINES  LIBRARY  SUPPGRT  AGCOUNT

Bitnami Library

Popular open source images, provided by Bitnami, readly to launch an Gaogle Cloud Platform in one click.

What is Google Cloud Platform? & Google Cloud Platform 0 bitnami
Gaagle Cloud Platform enables
develapers tabuild, test and deplay -
applications an Goagle's highly-scalable L

and reliable infrastructure. Hew. Viiual Wactiine

CLAIM FREE $300 CREDIT ©

O

All categories :' Search applications.
WordPress WordPress Multisite Joomla! Redmine
Bog Biog cus Bug Tracking
ot ot 360 2601
Drupsl Moodle Magento ownCloud
ous aLzaming & Commerce Meda sharing
V740 et vis012 V7030
LAMP Stack Prestashop GitLab MediaWiki
Infiastructure & Commerce wid
154340 V16034 V12360

» Define a name, size and region for your cloud server. You can choose from a "micro" server, which uses a
shared CPU to a "high CPU" server, which has 16 dedicated virtual cores. For more information, refer to
the Google Compute Engine pricing sheet.

TIP A "micro" server will work just fine for most PHP application development tasks.

0Rnnm.lanrchpmmmooglamnmmemrm VIRTUALMACHINES | LIBRARY  SUPPORT  ACCOUNT

New Virtual Machine

DISPLAY NAME IMAGE ©
niamp-stack-server LAMP Stack v5 4.34-0 (gcadebian 64 v7)
s
Bitnami LAMP Iy Lamp
studious-optics-748 - 3 and Apach !
OpenSSL, phphyadmin, ModSecuity, SQLite,Varish, ImageMagick, xDebug, Xcache,
Qpent Memeache, 7 Leor o
DISK TYPE &

© solicstate  © wagnetic

REGION &

DISK SIZE & europewestl-h
10 GB

$0.40 /mo

Serversize®

@ fl-micro®
(86.55 /mo) $001 /i

c gl-smalle ‘
(517.49 fmo) 50,03 /v

© ni-standard-1e
($34.78 /mo) $0.07 /v

Estimated Manthly cost: $6.95 &

« Confirm your selection by hitting the "Create Virtual Machine" button at the end of the page.

The Bitnami Launchpad will now begin spinning up the new server. The process usually takes a few minutes: a
status indicator on the page provides a progress update.


https://cloud.google.com/compute/#pricing

0 Bitnami Launchpad for Google Cloud Platform

bitnami-tlampstack-507a ¢

Application Info Server Info

LAMP Stack 54240

Bitnami LAMP Stack provides a complete, fully- POLA AL LELE
i ot LAP edpent

.

tion to PH, MysoL and.

lli F1-MICRO
Lt 65O SO01HR) ©
=
=
Q EUROPE-WESTI-8
REGION
s $695
STIMATED MONTHLY COST ©
S NOT AVAILABLE
Shaw More v

Once the cloud server has been provisioned, the status indicator will show that it's "running", and the Bitnami
Launchpad page will display the server details, including its IP address.

0mmmmuunchpau1orr;oog|ccwoudmaﬂom VIRTUALWACHINES  LBRARY  SUPPGRT | ACCOUNT

bitnami-lampstack-507a ¢

MANAGE IN THE GOOGLE CONSOLE

Application Info Server Info
LAMP Stack 51310
B complet, fully 130.211.51.215
i o run LAIP dvalcprent
@ ticnto PHR MySL and.

#Hi FI-MICRO
L SESEMOGOOTHR) ©
Application  http://130.211.51.215/ -
. A s MAGNETIC DISK
TR Ao = PDSTANDARD (10 GB) (S0.40M0)
Credentials
EUROPE-WEST1-B
o 2 Q iy
$ $6.95
ESTIMATEDMONTHLY COST
>

DOANLOADKEY: & PEM & PP

At this point, you should be able to browse to the cloud server, either by clicking the link in the Bitnami
Launchpad (a new browser tab will open) or entering the cloud server IP address directly into your browser’s

address bar. You should see a welcome page like the one below (just so you know, it's served up by Apache,
which is part of LAMP packaged by Bitnami).

) Bitnami: Open Source. Simplified - Mozilla Firefox

Eil Bookrarks  Tools  Help

@ 1321151215 | el 3 & @
~ | |

Con g ratulations! ACCESS MY APPLICATIONS

PHPMYADMIN

You are now running Bitnami

Cloud.

Once the server is provisioned, you need to gather the security credentials you will need to begin using it. To
do this:

* Go back to the Bitnami Launchpad for Google Cloud Platform page and in the "Virtual Machines" section,



select the running server. This will launch the server information page.

e From the server information page, download the .ppk file which contains the SSH access credentials you
will need to connect to the server. Typically, this file is named using the format bithami-[google-project]-

[nn].ppk. If you're using Mac OS X or Linux, you should instead download the corresponding .pem file.

L-') Bitnami Launchpad for Google Cloud Platform VIRTUAL MAGHINES

MANAGE IN THE GOOGLE CONSOLE

bitnami-lampstack-507a s
Running

Application Info Server Info

LAMP Stack 5.4.340
Bitnami LAMP Stack provides a complete, fully-
in LAMP develop ment.

0 PHE, MySOL and

Application  hitp//130.211.51.215/
LAUNCHES IN A NEW WINDOW.

PASSWORD i rnsinis m

Credentials

»n o (O

v
|

Shaw Mare v

130.211.51.215

F1-MICRO
$6.55/MO (S001/HR) @

MAGNETIC DISK
FD-STANDARD (10 GB) (S0.40/MO)

EUROPE-WESTI-B
REGION

$6.95
ESTIMATED MONTHLY COST @

LAUNCH SSH CONSOLE

DOWNLOADKEY: @ PEN| & FPK

Z REBOGT & SHUTDOWN

LIBRARY ~ SUPPGRT  AGCOUNT

x DELETE

e By default, Bithami Launchpad creates a user account named ‘user' and an auto-generated password
when a new server is provisioned. You will need this password when accessing Bithami-supplied
applications (including MySQL). Go back to the server information screen, look in the "Credentials" section

of the "Application Info" panel, and display and make a note of the application password.

0 Bitnami Launchpad for Google Cloud Platform VIRTUAL MAGHINES

MANAGE IN THE GOOGLE CONSOLE

bitnami-lampstack-507a s
Running

LAMP Stack 54340
Bitnami LAMP Stack provides a complete, fully-
in LAMP development

eeeee addition to P HP, MySQL and

o

Application  http//130.211.51.215/
LAUNCHES IN A NEW WINDOW.

resswors e [

Credentials

»n © (O

~
|

Shaw Mare v

The Launchpad page also includes controls to reboot, shut down or delete the server.

130.211.51.215

F1-MICRO
$6.55/MO (SOD1/HR) @

MAGNETIC DISK
FD-STANDARD (10 GB) (0.40/M0)

EUROPE-WEST1-B
REGION

$6.95
ESTIMATED MONTHLY COST @

LAUNGH SSH GONSOLE

DOWNLOADKEY: & PEM & PPK

£ REBOOT & SHUTDOWN

LIBRARY  SUPPORT  ACCOUNT

* DELETE
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0 Bitnami Launchpad for Google Cloud Platform VIRTUAL MACHINES ~ LIBRARY  SUPPCRT  AGGOUNT

e ® atnmass s |
MANAGE IN THE GOOGLE CONSOLE

Rumning

LAMP Stack 5.4.340
130.211.51.215
itn: jides a complete, fully-
un LAMP development

0P HP, MySOL and

F1-MICRO
$655/MO (S001/HR)@

Application  http//130.211.51.215/
LAUNCHES IN A NEW WINDOW.

MAGNETIC DISK
PD-STANDARD (10 G8) (30.40/MO)

EUROPE-WEST1-B

Credentials
3
PASSWORD  LMi3bOGIFIS m REGION

$6.95
ESTIMATED MONTHLY COST @

LAUNGH SSH CONSOLE

DOWNLOADKEY: & PEM G PPK

»w o (0

~
|

Shaw Mare v

T REBOOT O SHUTDOWN % DELETE

Step 5: Test PHP and MariaDB

At the end of this step, you will have logged in to your cloud server and verified that PHP, MariaDB and
phpMyAdmin are working correctly.

You can now connect to the cloud server and test PHP to make sure it's working correctly and has all the
extensions you need. The easiest way to do this is with PuTTY, a free SSH client for Windows and UNIX

platforms.

Download the PUTTY ZIP archive from its website.

Extract the contents to a folder on your desktop.

Double-click the putty.exe file to bring up the PUTTY configuration window.

Enter the host name of your cloud server into the "Host Name (or IP address)" field, as well as into the
"Saved Sessions" field.

Click "Save" to save the new session so you can reuse it later.

11


https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.chiark.greenend.org.uk/~sgtatham/putty/

2 PUTTY Configuration
Categony:

2]

- Session

. " Logging
- Terminal
- Keyboard
- Bell
- Features
= WWindow

- Bppearance
- Behaviour
- Translation
- Belection
- Colours
= Connection
- Data
- Prosy
- Telnet
- Rlogin
- 55H
- Serial

About |

Help

| Basic optionz for your PuTTY zezsion |

Specify the destination pou want to connect o
Iis e Part
[130.211.651.215 |22

" Raw ( Telet © Rlogn @ §5H © Seqal

Load, save or delete & stored session
aved Sessions

[130.21151.215 I

efault 2 ettings Load
130.211.51.215 —I

Delete |

Cloge window on exit:
 fAlways © Mever ' Only on clean exit

| Open | Cancel |

¢ In the "Connection _ SSH _ Tunnels" section, create a secure tunnel for the phpMyAdmin application by
forwarding source port "8888" to destination port "localhost:80".

 Click the "Add" button to add the secure tunnel configuration to the session.

2 PUTTY Configuration i B
Categony:

- Terminal ;I | Options controlling 55H port forwarding |
ge';’l'boa[d — Part fonwarding
. Bel
e [ Local ports accept connections from ather hosts

- Window [~ Remote parts do the same [S5H-2 only]
.. Appearance Fonwarded ports: Bemove |
- Behaviour
- Translation
- Selection
... Col

Ll Ll
. Data Source port ISSSS Add |
- Prow
Telnj;t Destination IIUcthost:Bd
.- Filagin T e —

E-55H &+ Auto = IPvd 1Py
Ei
About | Help | Open I Cancel |

e Inthe "Connection _ SSH _ Auth" section, select the private key file (*.ppk) you saved in the previous step.

12



2 PUTTY Configuration ed B
Categony:
= Terminal ;I | Options controling S5H authentication |
- Keyboard
- Bell [~ Bypass authentication entirely [S5H-2 anly)
- Features v Dizplay pre-authentication bamner [SSH-2 anly)
= ind
= |nA0w —&uthentication methods
- Appearance e )
.. Behaviour v Attempt authentication using Pageant
.. Tranzlation ™ Attempt TIS or CrypteCard auth [SSH-1)
- Selection v Attempt "kepboard-interactive auth [S5H-2)
- Colaurs = .
B Connection Authentication parameters
. Data [ Allows agent fanwarding
- Prowy in 55H-2
- Telnet Friveate key file for authentication:
- Rlogin Iatop\bitnami-gce-studious-optics-?d& ppk.
=-55H |
Ei
About | Help | Open I Cancel |

2 PuUTTY Configuration

Categony:

=1+ Terrminal ;I Data to send ta the server
- Kevbasid Lagin details
- Bell
- Features Auto-login usernarne Ibitnami

= Window :
- AppEarance @ Prompt  © Use system usemname - |
- Behaviour . )
o e r— Terminal details
- Selection Terminal-type ztring Ixterm
- Colaurs )

B Connection Terminal speeds |384UU,384UU
(i ~ Enwircriment variables
- Promy

. Telnat Wariable I Add |
- Rlogin I—
5 : Walue Hemovel

Help | Open I Cancel |

* Go back to the "Session" section and save your changes by clicking the "Save" button.
¢ Click the "Open" button to open an SSH session to the server.

e PuTTY will first ask you to confirm the server’'s host key and add it to the cache. Go ahead and click "Yes"
to this request.

13



PuTTY Security Alert ] |

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
thirk it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 30:0f:2c:d7:d3:f4:e7:28:29:49:16:39: 16:04:f2:92
If you trust this host, hit ¥es to add the key to

PUTTY's cache and carry on connecting.

If you wait to carry on connecting just once, without
adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abandon the
connection.

fes Mo | Cancel I Help

-

You should now be logged in to your cloud server.

By default, LAMP packaged by Bitnami includes running Apache and MariaDB servers, and all the packages
that come with the stack are located in the /opt/bithami directory. Your first step should be to create a
phpinfo.php file in the Apache web server root at /opt/bithami/apache2/htdocs directory to verify PHP’s
capabilities.

shell> cd /opt/bitnami/apache2/htdocs
shell> echo "<?php phpinfo(); 2>" > phpinfo.php

Once the file has been copied, browse to http://[your-cloud-server-hostname]/phpinfo.php and you should see
the output of the phpinfo() command.

PHP Version 8.1.1 php
System Linux ip-172-31-38-218 4.19.0-18-cloud-amd64 #1 SMP Debian 4.19.208-1 (2021-09-29) x86_64
Build Date Dec 152021 09:17:11

Build System Linux 1117139a13bc 4.9.0-14-amd64 #1 SMP Debian 4.9.246-2 (2020-12-17) x86_64 GNU/Linux

Configure Command [ dox/php-8.1.1/configure - h
sandox/imap-2007.0.0' "-with-imap-Ss' --with-2lib-dir" with-ziib" -with-Tibxm-cir=Just
i p ' -with-bz2' - 3 ]

r enable-soap' --disable-
bie-exif - -

ih-pel h 64
linux-gnu" enable-ftp! - fpm' --with-fpm-

P ' enable-cg' P
enable-mysqind' : - ith-pdo_sqfite’ “with-sqite3' —with-readiine' “-with-g

Lwith-curl'
I

h nable-
simplexm’ --with-sodium' ~enable-gd' -with-pear’ ~wit-fieetype’ -with-jpeg’ —with-webp' ~with-zip' wilh-pdo-

i p
'PKG_CONFIG_PATH=/opbitnamilcommon/iib/pkgconfig’

With this, you know that your PHP installation is configured and working correctly.

You can also check that MariaDB is working by launching the MariaDB command-line client at the shell prompt.
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shell> mysql -u root -p

When prompted, enter the application password retrieved in the previous step. The client should start up and
connect to the local MariaDB server, displaying a welcome message as shown below.

EP bitnami@ip-172-31-38-218: ~ - [m] X

Commands end with ; o

clear the current input statement.

You should also be able to access phpMyAdmin through the secure SSH tunnel you created, by browsing to
http://127.0.0.1:8888/phpmyadmin.

£ phpMyAdmin - Mozilla Firefox
Bl _Edit _View History Beokmarks Tools Help

€ @ 127.00.u88/phpryadming | | 3
i | | |
—

php
Welcome to phpMyAdmin
Language
Engflish :I
Login @
Password:

Go

To log in, use username 'root' with the application password from the previous step.

[ ofiserer moarostasos ! ! ! . ]

Databases L] SOL [ Status Users (s Export [=) Import Settings ¥ More

ation_schema

 Server: Localhost via UNIX socket
i @ [womstgrero s - servertype oL

# mysql
. performance_schema

%0 test

& Language @ English j

p trene: pravore |}

|

More settings
- $id
1d609bb4c000257868a408

ysoll @

In case you'd like to troubleshoot errors or modify the configuration for Apache, PHP or MariaDB - for example,
adjusting the maximum upload file size in PHP or changing the path to the MariaDB data directory - here are
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http://127.0.0.1:8888/phpmyadmin
https://docs.bitnami.com/google/infrastructure/lamp/administration/increase-upload-limit-php/
https://docs.bitnami.com/google/infrastructure/lamp/administration/change-data-directory/

the locations for key configuration and log files in LAMP packaged by Bitnami:

Configuration file(s) Log file(s)
Apache /opt/bitnami/apache2/conf/httpd.co /opt/bithami/apache2/logs/error_lo
nf g
PHP {opt/bitnami/php/etc/php.ini -
MariaDB {opt/bitnami/mariadb/conf/my.cnf ~ _/opt/bitnami/mariadb/logs/mysqld
.log

Usually, you'll need to restart your server(s) for your changes to take effect. LAMP packaged by Bitnami
includes a control script that lets you easily stop, start and restart Apache, MariaDB and PHP. The script is
located at /opt/bitnami/ctlscript.sh. Call it without any arguments to restart all services:

shell> sudo /opt/bitnami/ctlscript.sh restart
Or use it to restart a specific service only by passing the service name as argument - for example 'mariadb':
shell> sudo /opt/bitnami/ctlscript.sh restart mariadb

image::common/mariadb-restart.jpg

Step 6: Deploy the XAMPP Application to the
Cloud Server

At the end of this step, your PHP/MariaDB application will be running in the cloud.

Your cloud server is now provisioned, secured and has a functional PHP/MariaDB environment. All that's left is
for you to transfer your application code from your local XAMPP environment to your cloud server and set up
the database.

The easiest way to transfer files to the server is with FTP or SFTP. Although you can use any FTP/SFTP client,
| like FileZilla, a cross-platform, open source and feature-rich client. Download it from the FileZilla website and
install it using the automated installer - it's a quick process, only requiring you to agree to the license, choose
the components (the default selection is usually fine) and specify the installation directory.
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https://filezilla-project.org/
https://filezilla-project.org/

[z Filezilla Client 3.8.0 Setup =10 x|

License Agreement
Please review the license terms before installing FileZila Client 38,0, E

Fress Page Down to 86 the rest of ths agresment.

Gh GEMERAL PUBLIC LICEMSE -
Version 2, June 1991

Copyright (€Y 19A9. 1991 Fras Snftware Frindatinn. Tnr.

R £ Filezilla Client 3.8.0 Setup =10l

Everyane i
ofthislicer  Choose Components

Choose which features of FileZila Client 3.8.0 you want to instal, E
 The licenst

Check the campanents you want to install and uncheck the components you don't want to
Ifyou accer  install. Click Next ko continue.
agreemert: t

fulsoft Install: Selmct components b instal: Description
Pasiliarn your mouse
[ 1con sets aver a componert to
[] Language files see its descrption,

F Filezilla Client 3.8.0 S =10j %]

Choose Install Location
Choose the Folder in which ko instal FileZila Client 3.8.0, E

Space required: 9. 1MB

Setup will install FileZilla Clisnt 3.8.0in the folowing Folder, To install in a different Folder, click.

Fiieore InstalGystem v2n Browse and seleck another folder, Click Next b continue.

Destination Folder
’7 B arn Browse..,

Space required: 9.1MB
Space avallable: 34,668

rullsoft Install Systerm vz, 45-Unicode

< Back I Mext > I Cancel

Once FileZzilla is installed, launch it and you'll arrive at the main split-screen interface, one side for your local
directories and the other for remote directories.

£ Fllezilla K =lalx|
File Edit Yiew Transfer Server Bookmarks Help
i-FEEFe iR &e BN N
Host: | Username: | Password: | Port; Quickcannect v|
|
Local site: =] |Remote stz |
E 1 projects =l
tasks
-
: |
Filename Filestzs [ Fistype [[Last modified [ File.. ~ Filesize [Filetype | Last modified | Permissions | ow
€s5 File folder 11/24{14 17:02:36
forts File folder 11/24/14 17:02:36 Not connected to any server
I3 File folder 11424714 174
schema File folder 11424714 17:02:
templates File falder 11/24{14 17:02:36
vendor File folder 11/24/14 17:02:37
| | htaccess 262 HTACCESS File 04/14/14 10:31:38 j ‘I I d
6 files and & directories, Total size: 1,019,463 bytes Mot connected.
Server Local file Directi.. | Remats file [ Size [ Priority_[ Status
Queued files | Falled transfers | Successful ransfers |
B Queve; ermpty e

To connect to the cloud server and deploy your application, follow these steps:
e Use the "Edit _ Settings" command to bring up FileZilla’s configuration settings.

e Within the "Connection _ SFTP" section, use the "Add keyfile" command to select the private key file for
your server. FileZilla will use this private key to log in to the cloud server.
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Settings x|

Select page: ~Public Key Authentication
[=- Connection | | Tosuppart public key authentication, FileZilla needs to know the private keys to
E=-FTP [2==H
- Active mode Loy
Passive mode
FTP Praxy .F\Iename | Comrment | Data
SETR {CM\User,.. bitmamichosti..  sshersa 2048 c6:77:55:a5:36:0:0h:8e:25:00 :ch. ff

Generic proxy
- Transfers

i File Types

" File exists action
E-Interface

Themes
Date/time format
Filesize format
File lists
Language

E-File editing

L e

Alternatively you can use the Pageant tool fram PUTTY to manage your keys,
Carncel | FileZilla does recognize Pageant.

» Use the "File _ Site Manager _ New Site" command to bring up the FileZilla Site Manager, where you can
set up a connection to your cloud server.

» Enter your server host name or IP address and user name.

e Select "SFTP" as the protocol and "Normal” as the logon type.

Site Manager g x|
Select Entry: G | I
J My Sites
- I bitrami@130.211.51.215 Host; | 13021151215 Part: |22
Profcol:  [SFTP - SSH Flle Transfer Protcol |
Logon Type: INDrmaI j
User: Ihitnami
Bassmora: ||
Account: I
Comments:
Mew Site | Mew Enlder | =]
Mew Bookmark | Rename |
Delete | Duplicate | ;I
Connect I OK | Cancel |
i

» Use the "Connect" button to connect to the cloud server and begin an SFTP session.
« On the remote server side of the window, change to the /opt/bitnami/apache2/htdocs directory
* On the local server side of the window, change to the directory containing your application code.

* Upload your XAMPP application code to the remote directory by dragging and dropping the files from the
local server to the cloud server (you can back up the original contents of the directory if you wish, by
downloading them first).
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P bitnami@130.211.51.215 - sftp://bitnami@130.211.51.215 - Filezilla’ o) x|
File Edit View Transfer Server Bookmarks Help
i-[FEEFelvr e X
Host | Username: | Password: port; Quickeanriect H
[Status File: transfer successful, transferred 1,622 bytes in 2 seconds |
Local site | fRemote site: | joptybitnami/apache2/htriacs -l
=) projects -] = =S|
e L tasks 2 conf
-2 arror
= hidecs i
-2 icons
=l 2 incluce =l
Filename = [ Filesize [ Filatype [[Last modiied =l = Filesize [ Flletype | Last modified | Permissi
templates File folder 11/24/14 17:02:36 =
ity £l | htaccess 262 HTACCES. 11/24/14 18:. -rw-r-r-
[ htaccess 262 HTACCESSFile D4/14/14 10:31:38 T ——— = SeoiEe
[ Jeomposer.jsan 57 50N File 07/03/14 16:20:40 compaser jock 2,027 LOCK File
[ Jeorrposer ok 2,027 LOCK File 07/03/14 16:22:25 inde.php 1822 PHE File
[Jeomposer.phar 1,011,781 PHAR File 04/10/14 11:58:01 o
| index.php 1,822 PHP File 07/03/14 17:44:49
& indes.tpl 3,514 TFL File 07/03/14 17:44:18 | ¢ 0|
Selected 1 diractory, 4 files, Total size: 4,168 bytes
Server/Loc... | Directi... | Remats file | Size [ Priority [ Status | 3
4 sfip:/bit
Cilker... —>»> foptjbitnami/apache/hido.. 1,011,781 Nermal Trasferring
000010 elapsed  00:00:05 left 425,984 bytes (1440 KiB/s)
CiUser.. —>> joptbinami/apachez/hido. . 3,514 Normal  Transferring =l
queued files (177) | Falled tansfers | Successful ransfers (185
5 Queus: 4.5 MB ee

¢ Once the files are transferred, log in to the server console using PUTTY.

* Create a database for the application using the MariaDB command-line client (you can use phpMyAdmin if
you prefer a graphical interface). For example, since the application is a to-do list, let's call the database
‘tasks'.

mysql> CREATE DATABASE tasks;

e Follow best practices and create a separate MariaDB user with privileges to access only this database.

mysql> GRANT ALL ON tasks.* TO 'tasks'@'localhost' IDENTIFIED BY 'klio89';

EP bitnami@ip-172-31-38-218:

3, Oracle, MariaD] ion Bb and others.

'\c' to clear the current input statement.

GRANT AL
affected (0

 If required, update database credentials in your application. Then, install the application schema in the new
database (assuming you already uploaded it with the application code). For example, you can use the
following command with the MariaDB command-line client:

shell> mysql -u tasks -D tasks -p < schema/tasks.sq|
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If you're logged in to phpMyAdmin, you can also import the database schema from your local XAMPP system.
To do this, select the "Import" tab of the phpMyAdmin dashboard, select the file containing the schema, and
click "Go" to have the tables created in your selected database.

Databases | S0L G Status Users | [i= Expo ~ Settings

Importing into the current server

File to Import:

File may be compressed (gzip, bzip2, zip) or uncompressed
Ll —— gon]. Example: .sql.zip

Browse your computer. | Choose File | Mo file chosen (Ml BOMIE)
Character set of the file: | utfd v
Partial Import:

# Allow the interruption of an import in case the script detects it is close to the PHP timeout limit. (This ®
Igrge files, however it can break transactions.)

Skip this number of gueries (for SAL) or lines (for other formats), starting from the first one: |0

Format:

SaL v

You can also learn more about using phpMyAdmin to back up and restore databases.

Browse to your cloud server’s host name and your application should be active. Here are a few screenshots of
the example to-do list application running on the cloud server.

My Tasks
Paytaxes =
Buy egos EXTITRIERT) =
(o5

My Tasks

Pay taxes [ ENEEITECE] m

Buy oggs [EIIRIEDTY =3

Start a band [ERYEITF W

Congratulations! You've successfully deployed your XAMPP application in the cloud.
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https://docs.phpmyadmin.net/en/latest/faq.html#using-phpmyadmin

Improve Application Performance

Web application performance problems are hard to debug at the best of times, and more so when your server
is in the cloud and running a pre-packaged stack. The responsiveness of your application at any given moment
depends on numerous factors: server type, network bandwidth, cloud provider load, database load, caching
system in use, application code structure, query structure and various other variables.

LAMP packaged by Bitnami already uses the Apache Event MPM and PHP-FPM for
reduced memory usage and an increase in the number of simultaneous requests

IMPORTANT that the server can handle (more information). It also comes with the
mod_pagespeed Apache module activated to rewrite pages on the fly and improve
latency.

If you're finding that your PHP/MariaDB application’s performance is not up to scratch, here are a few general
tips you can consider:

LAMP packaged by Bitnami includes APCu, a popular PHP bytecode cache. Usually, when a PHP script is
executed, the PHP compiler converts the script to opcodes and then executes the opcodes. APC provides
a framework for opcode caching, thereby speeding up PHP applications without needing any code
changes. Make sure your APC cache has enough memory and a long TTL. Read more about APCu and
how to use APC with PHP and Bitnami.

LAMP packaged by Bitnami also includes the PHP memcache extension. Memcache is a high-
performance, distributed memory object caching system. Consider using memcache to store frequently-
accessed fragments of data in memory as arrays, thereby reducing the load on your MariaDB database
server. Read more about memcache in PHP.

Turn on MariaDB’s slow query log and set MariaDB’s 'long_query_time' variable to a low number. This lets
you track which of your queries are performing inefficiently and adjust them, either structurally or by
applying table indexes as needed, to improve performance. You can use tools like mysqgldumpslow or
mysql-slow-query-log-visualizer to parse and analyze the slow query logs generated.

If your application is database-heavy, you'll gain performance by giving the MariaDB server more memory.
You may use the MariaDB Optimization and Tuning guides, to identify which server parameters need
tuning, and incrementally make changes to your server's cache and buffers to improve performance. For
example, if your tables are all MyISAM, disable InnoDB in your my.cnf file to save further memory.

Unload Apache modules which you don’t need to save memory, and adjust the log level to errors only.

Minify your JavaScript code, and consider using a CDN for static content like images.

Good luck, and happy coding!

Useful Links
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https://httpd.apache.org/docs/2.2/mod/event.html
https://php-fpm.org/
https://developers.google.com/speed/pagespeed/module
https://php.net/manual/en/book.apcu.php
https://php.net/manual/en/book.apcu.php
https://docs.bitnami.com/aws/infrastructure/lamp/configuration/install-modules-php/#apcu
https://php.net/manual/en/memcache.installation.php
https://memcached.org/
https://php.net/manual/en/book.memcache.php
https://mariadb.com/kb/en/slow-query-log-overview/
https://mariadb.com/kb/en/mysqldumpslow/l
https://code.google.com/p/mysql-slow-query-log-visualizer/
https://mariadb.com/kb/en/optimization-and-tuning/
https://cloud.google.com/

« Bitnami Launchpad for Google Cloud Platform
« LAMP packaged by Bitnami

* LAMP packaged by Bithami Documentation

e PUTTY

» Filezilla

» Example Project (.zip)

About the author

Vikram Vaswani is the founder of Melonfire, an open source software consultancy firm, and the author of seven
books on PHP, MySQL and XML development. Read more about him at http://vikram-vaswani.in/.
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https://google.bitnami.com/
https://bitnami.com/stack/lamp
https://docs.bitnami.com/general/infrastructure/lamp
https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://filezilla-project.org/
/downloads/tasks-app-source.zip
http://vikram-vaswani.in/
http://vikram-vaswani.in/
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