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Introduction

If you're a PHP developer building a public-facing Web application, there are a number of good reasons why
the cloud should be on your radar. It's highly scalable, allowing you to quickly scale up if you application turns
out to be a hit. It's cost-efficient, because you only pay for the resources - bandwidth, CPU cycles, memory -
you use. And it's secure, because cloud providers have invested a great deal of time and thought into ring-
fencing applications and user data.

However, if you're new to the cloud or do most of your development locally, getting your PHP application from
your local XAMPP box to the cloud can be a bit challenging. That's where this tutorial comes in. Over the next
few pages, I'll walk you, step by step, through the process of deploying a PHP/MySQL application running on
your local XAMPP server, to a cloud server running LAMP packaged by Bitnami. Keep reading!

What You Will Need

Before we begin, a few quick assumptions. This tutorial assumes that you have a XAMPP installation with a
working PHP/MariaDB application. It also assumes that you're familiar with the MariaDB command-line client
and that you have a working knowledge of transferring files between servers using FTP.

If you don’t have a custom PHP/MySQL application at hand, use the example application included with
this tutorial: it's a simple to-do list, created with Twitter Bootstrap and PHP. You can download it from
here.

Now, if youre new to the cloud, you might be wondering what Azure and Bitnami are. Very briefly, Azure is
Microsoft’s cloud platform, which allows you to easily create Windows (and Linux) virtual servers in the cloud.
Bitnami provides pre-packaged server images for these cloud servers, so that you can become productive with
them the moment they come online. In short, Azure provides the cloud infrastructure, and Bitnami provides the
server images and software.

For this tutorial, I'll be using LAMP packaged by Bitnami, which is Linux-based and bundles PHP, MariaDB and
Apache, together with key applications and components like phpMyAdmin, SQLite, Memcache, OpenSSL, APC
and cURL. LAMP packaged by Bitnami also includes a number of common PHP frameworks, including the
Zend Framework, Symfony, Codelgniter, CakePHP, Smarty and Laravel.

To deploy your application to the Azure cloud with LAMP packaged by Bitnami, here are the steps you'll follow:
» Register with Microsoft Azure
» Register with Bitnami
» Connect your Azure and Bitnami accounts
e Provision an Azure cloud server with the LAMP packaged by Bitnami
» Validate the cloud server

» Secure the cloud server


https://www.apachefriends.org/
https://bitnami.com/stack/lamp
https://mariadb.com/kb/en/mysql-command-line-client/
https://getbootstrap.com/
/downloads/tasks-app-source.zip
/downloads/tasks-app-source.zip
https://bitnami.com/redirect/to?from=%2Fazure&amp;url=http%3A%2F%2Fwww.windowsazure.com%2Fen-us%2Fpricing%2Ffree-trial%2F%3FWT.mc_id%3DAEF469A45
https://bitnami.com/
https://bitnami.com/stack/lamp
https://framework.zend.com/
https://symfony.com/
https://codeigniter.com
https://cakephp.org/
https://www.smarty.net/
https://laravel.com/

» Deploy and test your application on the cloud server

The next sections will walk you through these steps in detail.

Step 1. Register with Microsoft Azure

At the end of this step, you will have signed up for the Microsoft Azure free trial.

Begin by creating an Azure account, by browsing to http://azure.microsoft.com and choosing the "Free Trial"
option for a one month free trial. You will need an existing Microsoft account to log in and sign up for the free
trial; if you don’t have one, you can create one here (remember to keep track of your account username and
password, because you'll need them in the next step).

57% of Fortune 500
companies already

Hear t

on-premises

Try for free @

Once you've signed in, sign up for the Azure free trial by providing some basic personal information and your
mobile phone number. Azure will send a verification code to your mobile number, which you'll need to enter into
the registration form. Once that's done, proceed to the next stage by entering your credit card information.

- .\
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Learn more = = — B
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If you're wondering why you need to provide credit card information for a free trial, or if you're worried about
being billed for services, relax. By default, Azure trial accounts are configured with a spending limit of $0, which
means that your card will never be billed unless you remove or modify the spending limit. Azure needs your
credit card information for security purposes, to avoid service misuse and to confirm your identity.


https://bitnami.com/redirect/to?from=%2Fazure&amp;url=http%3A%2F%2Fwww.windowsazure.com%2Fen-us%2Fpricing%2Ffree-trial%2F%3FWT.mc_id%3DAEF469A45
https://signup.live.com/signup.aspx?lic=1

When your spending limit is set to $0, Azure will automatically deactivate your cloud
IMPORTANT servers so that you don'’t incur any charges if your usage exceeds your free quota.
Read more about the Azure spending limit.

Once your payment information is entered, review Azure's terms of service, free trial details and privacy
statement, and indicate your agreement by ticking the box. Then, hit the big green "Sign up" button.

Agreement

W lagree to
I Microsoft may use my

he Windows Azure A

sssssss ©2014Microsoft  Privacy stelement Trademarks Legal CortactUs  Give Us Feedback  MiiCrosoft

The Azure account registration machine will churn away for a minute or so, and you will then be redirected to
your Azure account management page, which allows you to manage your subscriptions, edit your profile and
get support. You should see that your free trial is now active in the subscription list.

S8 Windows Azure Q| SIGH OUT

Portal @

HOME PRICING DOCUMENTATION DOWNLOADS COMMUNITY SUPPORT ACCOUNT
subscriptions store profile preview features

Click 3 subscriptian ta view details and usage

E Free Trial Active

@ Your Free Trial expires in 30 day(s). Click here to upgrade now.

@ add subscription Q explore support optians

Step 2: Register with Bitnami

At the end of this step, you will have created a Bitnami account.

The next step is to create a Bithami account, so that you can launch a cloud server with LAMP packaged by
Bitnami image. If you have a Google, Microsoft or Github account, you can use your credentials from those
services with Oauth to create your Bitnami account.

If you don’t have accounts with those services (or you don’t want to use them), you can use your email address
and password to create a Bitnami account, as described below:

» Head to the Bitnami sign-up page.

» Enter your name and email address.

e Choose a password.

* Review and agree to the Bitnami terms of service.

Then, use the "Sign up" button to create your account.


http://msdn.microsoft.com/en-us/library/azure/dn465781.aspx
https://bitnami.com/account/sign_up

0 bitnami Applications Kubernetes Developers Company.

Create your Bitnami Account

Do you already have a Bitnami Account? Sign In

Register with Email Register with an External Account
First name Last name
G Register with Google
Email [»] Register with Github

[ 5 Register with Microsoft

Password

You will need to accept the Bitnami Terms of Service and
Customer Agreement once you finish the registration.

Password confirmation or

O Iaccept the Bitnami Terms of Service and the Customer
Agreement

O I would like to receive the Bitnami Newsletter for news,
events and more

rivacy Policy to learn how we use your personal

Bitnami will send you an email with a verification link which you’ll need to click or browse to, to activate your
account. This will also sign you in to your Bitnami account.

Bitnami account registration confirmation

From: hello@bitnami.com, To! Date=m———————

Confirm Your Account

Please confirm your account by clicking on the following link:

https:/bitnami.com/confirmation?confirmation token?ﬁ;

IFyou did not sign up for this account, you can disregard this email and the account will not be created.

Regards,

The Bitnarni Team

Step 3: Connect your Azure and Bitnami
Accounts

At the end of this step, your Bithami Launchpad for Azure will be configured and you will be ready to
provision a cloud server.

The easiest way to set up your Azure cloud server with LAMP packaged by Bitnami is via the Bitnami
Launchpad for Azure, which gives you a simple control panel to provision, start, stop and check status of your
Azure cloud servers. However, to use it, you must first connect your Azure and Bitnami accounts.

To do this:
» Log in to your Bitnami account if you're not already logged in
e Browse to https://azure.bitnami.com/

e Select the "Sign in with Bitnami" link in the top right corner.


https://azure.bitnami.com/
https://azure.bitnami.com/
https://azure.bitnami.com/

0 Bitnami Launchpad for Microsoft Azure LIBRARY

Bitnami Library

Popular open source images, ready to launch on Microsoft Azure in one click.

Microsoft Azure Get a free T-shirt!

Get a free open source cloud shirt when you try Azure with
a Bitnami application or dev stack*

free on the Azure

website.
count, clickhere to

Don't yet have an Azure accoun

$200 credit from Microsoft to t ashirt. It's that easy.

*Does not apply to free 1 hour demos.

The Launchpad will recognize your Bitnami credentials and automatically sign you in.

The next step is to set up an administrative password for the Bitnami Launchpad and connect your Azure
account with your Bitnami account.

Select "Virtual Machines" in the Launchpad menu and - since this is your first time - you’ll be prompted to enter
an administrative password.

l-I Bitnami Launchpad for Microsoft Azure VIRTUAL MACHINES LIBRARY  ACCOUNT  SIGN OUT

Please setup an administrator password to continue.

Administrative Password

This password will be used to safely store your Azure credentials in your Bitnami Azure Launchpad
account. We will prompt you for the password when performing secure operations such

as creating new instances.

PASSWORD

PASSWORD CONFIRMATION

The administrative password offers an additional level of protection against misuse: you'll need to enter it when

performing certain operations, such as creating new Azure server instances. Again, make sure you note it
down for future reference.

Next, you'll be asked to connect your Azure account to your Bitnami account, by transferring a management

certificate generated by Azure into your Launchpad account. Although this sounds complex, the Launchpad
makes this a simple two-step process.

* Select the "Create a Management Certificate for Microsoft Azure" button. So long as you're still logged in to
Azure, this will generate a .publishsettings file which you’ll be prompted to download through your browser.

l‘) Bitnami Launchpad for Microsoft Azure VIRTUALMACHINES ~ LIBRARY  ACCOUNT

You must first link your Azure account before launching an instance.

New service

Follow these steps to connect your Microsoft Azure account:

Generate a . publishsettings file using your Azure account: 3 Import the publi

Run the following commat

 Free Trial..publishsettings ~




Your subscription file is being generated, and the
download will begin shortly.

This file contains secure credentials and additional information about subscriptions that you can
use in your development environment. Click here if the download does not start automatically.

Opening Free Trial-7-7-2014-credentials pt
. ] gave chosen 0 open:
dows Azure pr i

o Free Trial-7-7-2014-credentials.publishsettings

preview features th:
which is: WinZip File (3.7 k&)
from: hitps: //manage. windowsazure.com

What should Firefox do with this file?

© Openwith _ Browss. and

@ Save File

Save a local copy of the publis

I Do this automatically for files like this flom now on.

oK Cancel

* Once the file is downloaded, drag it from your desktop to the Bithami Launchpad page and then select the
"Create Service" option to upload the management certificate to the Launchpad.

——

Once downloaded, drag your .publishsettings file below:

Free Trial-7-7-2014-credentials.publishsettings 3.7 Kig I

Click Create Service to upload your settings to the Azure Launchpad.

Create Service

Your Azure and Bitnami accounts will now be connected.

Step 4: Provision an Azure Cloud Server

At the end of this step, your Azure cloud server will be running and you will be able to access it through

your Web browser.

To provision your Azure cloud server:

e Select "Library" in the Launchpad menu

» Look through the list of applications and images available in Bitnami until you find LAMP Stack

¢ Select it and click "Launch in account".

0 Bitnami Launchpad for Microsoft Azure VIRTUAL MACHINES (GGG ACCOUNT

LAMP Stack

WordPress GitLab Redmine

®
Learn More
Bi Version Control Bl Tcking

8ug Tracking
V2520

Blog Version Conf
V3811 V7.000

» Define the region and size for your Azure server. Choose from an "Extra Small" server, which uses shared
virtual cores to an "Extra Large" server, which has 8 dedicated virtual cores, depending on the needs of



your application. For more information, refer to Azure’s virtual machines and pricing sheet.

TIP "Extra Small" servers work just fine for most PHP application development tasks.

|c] Bitnami Launchpad for Microsoft Azure LIBRARY  ACCOUNT  SIGN OUT

New LAMP Stack Virtual Machine

SERVER SIZE

Small (A1)
50.047/hr

» Confirm your selection by hitting the "Create Virtual machine" button at the end of the page.

The Bitnami Launchpad will now assign the new server a host name and begin spinning it up. The process
usually takes a few minutes: a status indicator on the page provides a progress update.

l‘) Bitnami Launchpad for Microsoft Azure VIRTUAL MACHINES LTSRN §

LAMP Stack
T

bitnami-lampstack-d8e0.cloudapp.net

MachineName  bitnami-lampstack-dg8e0

Status ~

SSHLogin  bitnamil

SSHPassword  -wereeeees show

Region
Image
size

Created

Once the cloud server has been provisioned, the status indicator will show that it's "running”, and the host
name specified in the Bitnami Launchpad will become an active link.

North Europe
LAMP Stack

Small - A1 (50.047/hr)
2014-07-07 13:31:05 UTC

e Bitnami Launchpad for Microsoft Azure VU YTV LIBRARY  ACCOUNT

O

Machine Name

LAMP Stack
i

bitnami-lampstack-d8e0.cloudapp.net]

bitnami-lampstack-d8e0

Status

Running

SSH Login
SSH Password
Region
Image

Size

Created

At this point, you should be able to browse to the cloud server, either by clicking the link in the Bitnami
Launchpad or entering the cloud server host name directly into your browser’s address bar. You should see a

bitnamil
.......... Show

North Europe

LAMP Stack

small - A1 (50.047/hr)
2014-07-07 13:31:05 UTC


https://azure.microsoft.com/en-us/pricing/details/virtual-machines

welcome page like the one below (just so you know, it's served up by Apache, which is part of LAMP packaged
by Bitnami).

) Bitnami: Open Source. Simplified - Mozilla Firefox
L -

oy Help

@ bitnami-lampstack-dged.cloudapp.net

|4 @ @

— T

CongratU|ati0nS! Access my applications (3) ||

You are now running .

Bitnami LAMP Stack Access phpMyAdmin ()

5.4.30-0 in the Microsoft

Azure Cloud. Bitnami Wiki ©)
Bitnami Forums ©)

Learn more about the Bitnami Library

WFallow  3+1  2x

Step 5: Test PHP and MariaDB

At the end of this step, you will have logged in to your cloud server and verified that PHP, MariaDB and
phpMyAdmin are working correctly.

You can now connect to the cloud server and test PHP to make sure it's working correctly and has all the

extensions you need. The easiest way to do this is with PuTTY, a free SSH client for Windows and UNIX
platforms.

* Download the PuTTY ZIP archive from its website.
» Extract the contents to a folder on your desktop.
» Double-click the putty.exe file to bring up the PuTTY configuration window.

» Enter the host name of your cloud server into the "Host Name (or IP address)" field, as well as into the
"Saved Sessions" field.

» Click "Save" to save the new session so you can reuse it later.


https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.chiark.greenend.org.uk/~sgtatham/putty/

8 PUTTY Configuration =]

Categomn:

= Session | B asic optionz for your PuTTY zezsion |
. " Logging

- Terminal

- Keyboard
- Bell

- Features .
- Window " Baw  Telet © Rlogn @ §5H ¢ Sedal
- Bppearance
- Behaviour

- Tranglation
- Belection

- Colours

= Connection

- Data

- Prosy

- Telnet

- Rlogin

- 55H

- Serial

Specify the destination pou want to connect o

Ibitnami-lampstack-dSeD. cloudapp.net

Load, sawe or delete & stared seszion

oL=18 ] = T

bitnari-ampstack-dfel. cloudapp.nef

Drefault 5 etting:

Load |

Save

i

Delete

Cloge window on exit:
 Alwaps © Mewver % Onlyon cleﬂexit

About | Open I Cancel |

¢ In the "Connection _ SSH _ Tunnels" section, create a secure tunnel for the phpMyAdmin application by
forwarding source port "8888" to destination port "localhost:80".

 Click the "Add" button to add the secure tunnel configuration to the session.

2 PUTTY Configuration =]

Categon:

- Terminal d | Options controlling S5H port forwarding |
- Keyboard

- Bell

- Features
[=) WWirdow

- hppearance
- Behaviour
- Translation
- Selection

- Colours

[=)- Connection

- Data

- Prowy

- Telnet

- Rlogin

Part fonwarding

[ Local ports accept connections from ather hosts
[ Remote parts do the same [S5H-2 only)

Fonwarded parts: Bemove |

Pt

Source port ISSSS Add

IIUcthost:BD

Destination

* Auto T |Pvd " IPvE

Open I Cancel |

» Go back to the "Session" section and save your changes by clicking the "Save" button.
e Click the "Open" button to open an SSH session to the server.

e PuUTTY will first ask you to confirm the server’'s host key and add it to the cache. Go ahead and click "Yes"
to this request.



PUTTY Security Alert ' x|

AN

The server's host key is not cached in the registry. You
have no guarantes that the server is the computer you
think it is.

The server's rsaz key fingerprint is:

ssh-rsa 2048 Be:f8 fe:34:599:dd:66:98 ce:63:72:43:21:51:90:df
If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want o carry on connecting just once, without
adding the key to the cache, hit Mo,

If you do not frust this host, hit Cancel o abandon the
connection,

Yes | Mo | Cancel I

e Enter your SSH username and password when prompted. This information is available on the Bithami

detail page for your cloud server. You should then be logged in to your cloud server.

0 Bitnami Launchpad for Microsoft Azure

LAMP Stack
Launched 5 minutes ago
bitnami-lampstack-d8e0.cloudapp.net}

MachineName  bitnami-lampstack-d8e0

Status

SSHLogin  bitnamil

SSH Password

By default, LAMP packaged by Bitnami includes running Apache and MariaDB servers, and all the packages
that come with the stack are located in the /opt/bithami directory. Most importantly, there’s also a phpinfo.php
file in the /opt/bithami/docs directory, which you can copy to the Apache web server root to verify PHP’s
capabilities.

shell> cd /opt/bitnami
shell> cp docs/phpinfo.php apache2/htdocs/

Once the file has been copied, browse to http://[your-cloud-server-hostname]/phpinfo.php and you should see
the output of the phpinfo() command.

PHP Version 8.1.1 Ph P

System

Linux ip-172-31-38-218 4.19.0-18-cloud-amd64 #1 SMP Debian 4.19.208-1 (2021-09-20) x86_64

Build Date

Dec 152021 09:17:11

Build System

Linux 1117139a13bc 4.9.0-14-amd64 #1 SMP Debian 4.9.246-2 (2020-12-17) x86_64 GNU/Linux

Configure Command 1.1/configure'

sanduxﬂmap»zﬂmuu 7wnn \map»ss\ th-2ib-Gir - with-2Ib’ -with-lioxml-dir=lusr ~enable-soap! -disable-

il gnu enable-fip!"enabie-calendar

enablemysgnd - ename inl “iticony” - witrpdo sqme it pori e okt qmp! ih-cur

s\mn\exml SEnk i g0 -wilh-pear wnn—neerype with-ipeg’ - with-webp' "-with-zip' *~witt-pdo-

PKG_CONFIG_ PATH_/npummamvnnmmmmh/pkgmmg

With this, you know that your PHP installation is configured and working correctly.

10



You can also check that MariaDB is working: simply launch the MariaDB command-line client by typing 'mysql'
at the shell prompt.

shell> mysq|l

The client should start up and connect to the local MariaDB server, displaying a welcome message as shown
below.

You should also be able to access phpMyAdmin through the secure SSH tunnel you created, by browsing to
http://127.0.0.1:8888/phpmyadmin.

Php

System Linux ip-172-31-38-218 4.19.0-18-cloud-amd64 #1 SMP Debian 4.19.208-1 (2021-09-29) x86_64.
Build Date Dec 152021 09:47:11
Build System Linux 1117139a13bc 4.9.0-14-amd64 #1 SMP Debian 4.9.246-2 1zozn -12-17) X86_64 GNU/Linux

Gonfigure Gommand .1.1/configure’ -
sanﬁnx.‘!mapzmﬂﬂﬂ ity oW ol sl s om) e e sl el
ma‘n "-enable- nline-oplimization’ with-bz2' —enable- e penilenntic sl o e

lnuxcgnu enable-fip!"—enable-calendar 'with-getiex! " enable-fpm' --with-f rpm
eﬂype -enable-session’ -
—with-g

able-col '—en:
enmle-mysqlnu ~enable-inil witicony' ~wil-pdo_saite’ ~wit-sqlte3 wit-readine Mthﬂm

-enable:
‘simplexm! -with-sodium' enable-gd -wih-pear’ —wanslype it jpeg' Wi webp' wih-2ip' wi-pdo-
dblib=shared'"-with-tidy' with-idap=/usr/" ~enable-apou=shared
'PKG_CONFIG.|

To log in, use username 'root' and default password ‘bitnami'.

phpMyAdmin
AHRO0Q J Databases [] SOL (& Status = Users [ih Export (s} Import J* Settings |l Replication ¥ More
Recent Favorites
o New
%~ information_scherna

-0 mysal

4 performance_schema
- test

& Language @ | Engish

@ Theme: | pmahormme v

« Apache
n: librmysal - mysaind
2030308 S
8510507 c67 4700B09bb4c0002578582403402b)
$

+ PHP extension: mysqli @

tion: 4.2.5, latest stable version:

« Documentation
- Wiki

In case you'd like to troubleshoot errors or modify the configuration for Apache, PHP or MariaDB - for example,
adjusting the maximum upload file size in PHP or [changing the path to the MariaDB data directory] - here are
the locations for key configuration and log files in LAMP packaged by Bitnami:

Configuration file(s) Log file(s)
Apache /opt/bitnami/apache2/conf/httpd.co /opt/bithami/apache2/logs/error_lo
nf g
PHP {opt/bitnami/php/etc/php.ini -
MariaDB {opt/bitnami/mariadb/conf/my.cnf  /opt/bitnami/mariadb/logs/mysqld.|
og

Usually, you'll need to restart your server(s) for your changes to take effect. LAMP packaged by Bitnami
includes a control script that lets you easily stop, start and restart Apache, MariaDB and PHP. The script is
located at /opt/bitnami/ctlscript.sh. Call it without any arguments to restart all services:

11


http://127.0.0.1:8888/phpmyadmin
https://docs.bitnami.com/aws/apps/ghost/administration/change-data-directory-mariadb/

shell> sudo /opt/bithami/ctlscript.sh restart

Or use it to restart a specific service only by passing the service name as argument - for example ‘'mysql':

shell> sudo /opt/bitnami/ctlscript.sh restart mariadb

EP bitnami@ip-172-31-38-218: ~ - a X

bitnami@ip-172-3

Step 6: Configure Server Security

At the end of this step, you will have updated the default account passwords and configured key-based
SSH authentication to make your cloud server more secure.

Although this is an optional step, it's best practice to secure your server by changing default passwords and
configuring SSH key-based access. For example, the default MySQL installation uses 'bithami' as the root
password, so this should be changed right away, by using the command shown below (replace '‘guessme’ with
your new password):

shell> mysgladmin -u root password guessme
You can also change the password of the default ‘bitnamil' account, as shown below:
shell> passwd

You will be prompted to enter the current password, then a new password.

To further secure the server, it's a good idea to replace SSH’s password-based authentication with key-based
authentication. This ensures that only users with access to the correct key can log in to the server.

To do this:

e Launch PuTTY’s key generation tool puttygen.exe.

12



Select "SSH-2 RSA" as the key type.

Set the number of bits to 2048.

Click the "Generate" button to start the process of generating a public/private key pair.

* Move your mouse around to generate some randomness for the key.

&' PuTTY Key Generator x|
File  Key Conversions Help

—key
Pleaze generate some randomness by moving the mouse over the blank area.

I

I
= Actions
Generate a public/private key pair [Generate
Load anh existing private key file Load
Save the generated key Save public key | Save private kep |
— Parameters

Tupe of key to generate:
€ 55H1 [FEA] = 55H-2 A5
Mumber of bits in a generat s

&' PuTTY Key Generator
File  Key Conversions Help

Public key for pasting into DpenSSH authonized keps file;

szhrsa -~
BAAARSN2aCT ye2EASAAR) DAAAGE AjohDPLu4 U/ iepp3brfk S 4 3tvmHFE 2k 0ZHE j

K.ep comment: Irsa-ke_l,l-2ﬂ1 40710

Kev passphrase: |

Confirm passphrase: I

— Actians %
Generate a public/private key pair Generate |
Load an existing private key file Load |

Save the generated key Save public key | Save private key |

r— Parameters

Type of key to generate:
" S5H-1 [RSA) % SSH-2 RSA  GSH-2 DSA

Mumber of bitz in a generated key: |2048

e Select "Save private key" and select a file name and location for the private key file - in this example,
bitnami.ppk.

» For added security, enter a passphrase. Leave it blank for faster, passphrase-less authentication.
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Save privatekeyas: 2lx|
Save ir: I_)keys LI Q¥ O

File: narne: I ﬂ Save I
Save as type: IPuTTY Private Key Files [*.ppk] ;I Cancel |
&

e On the cloud server, edit the ~/.ssh/authorized_keys file and copy the public key from the PuTTY key
generator into it. Ensure that the public key is pasted on a single line.

shell> cd ~
shell> vi ~/.ssh/authorized_keys

« Save the ~/.ssh/authorized_keys file. Here’s what the file should look like:

e Log out of the cloud server.

e On your desktop, start PUTTY with the putty.exe file.

In the PUTTY configuration window, select the session from the "Saved Sessions" list.

Click "Load" to load the session.
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8 PUTTY Configuration

Categony:
B- S_ession | B asic optionz for your PuTTY zezsion |
B T:M Lloglgmg — S pecify the destination you want to connect ko
= Termina
- Keyhoard Host Mame [or IP address] Fart
Bl Ibitnami-lampstack-dSeD.cloudapp.net |22
- Features Connection type:
- Window " Raw  Telhet © Rlogn @ S5H ¢ Sedal
- Bppearance i
. Behaviour [ Load, save or delete 2 shored session
. Tranzlation Saved Sessions
. Salection bitrami-lampstack-d8el. cloudapp. net
- Colours Lo |
= Connection el cloudapp. net
- Data Save |
- Prawy
- Telnet Delete |
- Rlogin
- 55H
el Cloze window on exit:
 fAlways © Mever ' Only on clean exit

About |

Open I

Cancel |

e Inthe "Connection _ SSH _ Auth” section, select the private key file you saved a few steps ago.

PuTTY Configuration
Categony:

= Termninal - | Optiohz controling S5H authentication |
- Keyboard
- Bell ‘ [~ Bupass authertication entirely [S5H-2 anly] |

g W Eeatures r—&uthentication methods

= Wfirdiow
- Bppearance [V Attempt authentication wsing Pageant
.. Behaviour [~ &ttempt TIS or CryptaCard auth [SSH-1]
.. Tranzlation [V Attemnpt "keyboard-interactive™ auth [S5H-2)
EE:EE:ISD” —Authentication parameters

- Connection [ &llow agent forwarding %
- Data [~ Allow attempted changes of ussmame'in S5H-2
o Py Private ke file for authentication:
- Telnet IC:\Proglam FilessPuT T bithami. ppk.
- Rlogin

Open | Cancel |
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e Inthe "Connection _ Data" section, enter the username into the "Auto-login username” field.




8 PUTTY Configuration =]

Categomn:

- Terminal ﬂ | Data to send o the server |

- Keyboard
ogin detals

- Bell
.. Features Auto-login usernanne Ibitnami'l

=1 Window ' ]
- Appearance — Terminal details
- Behaviour Terminal-type string Ixterm
lisieson Teminal speeds [38400.38400
- Selection
Eoloyrs r— Environment variables

= Connection
. Data ariable I Add |
P

i Walue I Hemovel
- Telnet
- Rlogin
=-55H
e K

i Bith

L TTY
=11

- Tunnels

About | Open I Cancel |

e Go back to the "Session" section and save your changes by clicking the "Save" button.

Now, open a new connection to the cloud server by clicking "Open". This time, PUTTY should use the private
key to automatically log you in to the cloud server, without requiring you to enter a password.

61.1958.7.mtnl.net.in

Assuming it all worked, the final step is to turn off password-based authentication.

 Edit the /etc/ssh/sshd_config file on the cloud server.

shell> vi /etc/ssh/sshd_config

¢ Find the line containing 'PasswordAuthentication yes' and change it to 'PasswordAuthentication no'.
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# bitnami@bitnami-lampstack-dge0: ~

* Restart the SSH daemon

shell> sudo service ssh restart

At this point, your private SSH key is the only way of gaining access to your cloud server - so keep it safe!

Step 7: Deploy the XAMPP Application to the
Cloud Server

At the end of this step, your PHP/MariaDB application will be running in the cloud.

Your cloud server is now provisioned, secured and has a functional PHP/MariaDB environment. All that’s left is
for you to transfer your application code from your local XAMPP environment to your cloud server and set up
the database.

The easiest way to transfer files to the server is with FTP or SFTP. Although you can use any FTP/SFTP client,
| like FileZilla, a cross-platform, open source and feature-rich client. Download it from the FileZilla website and
install it using the automated installer - it's a quick process, only requiring you to agree to the license, choose
the components (the default selection is usually fine) and specify the installation directory.

17


https://filezilla-project.org/
https://filezilla-project.org/

[z Filezilla Client 3.8.0 Setup | =10 x|

License Agreement
Please review the license terms before installing FileZila Client 38,0, E

Fress Page Down to 86 the rest of ths agresment.

GHU GEMERAL PUBLIC LICENSE -
Yersion 2, June 1991
Copyright (C) 19A9. 1991 Fran Snftware P ndatinn. Tnc.
ekl 77 FileZilla Client 3.8.0 Setup =10 x|
Everyane |
oFthislicer  Choose Components
Choose which features of Filezila Client 3.8.0 you want to instal. E
 The licenst
Check the components you want to install and uncheck the companents you don't want to
If youaccer  install. Click Mext ko continue.
agreement t
fulsoft Install: Selmct components b instal: Description
Postior your mouse
[ 1con sets aver a componert to
[] Language files see its descrption,

& Filezilla Client 3.4 ! =101 x|
Choose Install Location
Choose the Folder in which ko instal FileZila Client 3.8.0, E

Setup will install FileZilla Clisnt 3.8.0in the folowing Folder, To install in a different Folder, click.
Browse and seleck another folder, Click Next b continue.

Space required: 9. 1MB

riulsaft Instal] Systen w2,

Browse..,

"Dest\natmn Folder

Space required: 9.1MB
Space avallable: 34,668

rullsoft Install Systerm vz, 45-Unicode

< Back I Mext > I Cancel

Once FileZzilla is installed, launch it and you'll arrive at the main split-screen interface, one side for your local

directories and the other for remote directories.

[z rezila =i

File Edit View Transfer Server Bookmarks Help

ENEFEER SR A

‘ Host: | Username: | password: | port:

=
I
Local site; | =+ ||Remote sice: |
i =) hhrary =]
=-nb
=5 b2 -
-7 tasks =l
Filename_ | Filesize | Filetype ~| [ Filename_ | Filesize | File
[=}
Dcss File Folder
Dfonts File Folder Mot connected to any server
2is File Folder
E2schema File Folder
(Eyvendar File Folder
htaccess 262 HTACCESS File
=) composer.json 57 JSON File
&) composer.lock 2,027 LOCK File
corposer. phar 1,011,781 PHAR File -
i | il | o
6 files and S directories. Total size: 1,019,463 bytes MOt comnected.
Server/Local file Directi... | Remots flle | Size | Priority | Status |

Queued files l Faled transfers l Successful transfers

wa|Quee: empty @@ 2

To connect to the cloud server and deploy your application, follow these steps:

e Use the "Edit _ Settings" command to bring up FileZilla’s configuration settings.

e Within the "Connection _ SFTP" section, use the "Add keyfile" command to select the private key file for

your server. FileZilla will use this private key to log in to the cloud server.
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Settings

Select page: [~ Public Key Authentication
[=- Connection | | Tasupport public key authentication, FileZila needs to know the private keys to
EFTP use.
- hdtive mods Private keys:
i Passive mode
LLFTP Prosy Filename | Comment | Data
SFTR Ci\Program Files\PuT T\bitnami.ppk. | rsa-key-20140707  ssh-rsa 2048

- GENEic proxy

[=- Transfers

H Filz Types

i lFile exists ackion

B Interface

- Themes

- Dateftime Format
Filesize: Format

-~ File: lists

- Language 4 | | _»I
[=-File editing LI
Add keyfile. .. | Feemaye key. I
me
Alternatively you ca From PUTTY ko manage your keys,
Cancel | FileZilla does recagnize Pageant.

» Use the "File _ Site Manager _ New Site" command to bring up the FileZilla Site Manager, where you can
set up a connection to your cloud server.

» Enter your server host name or IP address and user name.

» Select "SFTP" as the protocol and "Normal" as the logon type.

Site Manager x|
Select Entry:
L § My Sites
[N it 1.3l @biknami-lamps Ibitnami-lampstack—dSeD‘ Port: I
ISFTP - 55H File Transfer Protacol ;I
| ogon Type: INDrmaI ;I
Iser Ibitnamil
Password: |
Account: I
Comments:
< | B =
e Site: | Mew Folder |
Iew Bookmark. | Rename | LI
Delete | Duplicate |
Conneck I oK | Cancel |

Use the "Connect" button to connect to the cloud server and begin an SFTP session.
¢ On the remote server side of the window, change to the /opt/bithami/apache2/htdocs directory
* On the local server side of the window, change to the directory containing your application code.

» Upload your XAMPP application code to the remote directory by dragging and dropping the files from the
local server to the cloud server (you can back up the original contents of the directory if you wish, by
downloading them first).

19



B bitnami 1@bitnami-lampstack-dge.cloudapp.net - sftp://bitnamil@bitnami =[]
File Edit View Transfer Server Bookmarks Help
R EEE AR
‘ Host: | Username: | password: | port: ~
[Command cd " Joptybitnami/apachez" ;‘
Response:  Mew directory is: *[opt/bitnami/apache2”
Command: s
IStatus: Listing diractary jopt/bitnamifapache2
Status: Directory listing successful j
Local site: = [} Remote site: | Joptibitnamijapachez{htdocs I =
3 lbrary =l D con =
®-3nb @) error
; b2 — 55 hidocs [
: 0 tasks =l L L@img =
Filename [ Filesize | Filetype ~| [ Filename_ | Filesize | File
s File Folder Simg File
Efonts File Folder | 503 html 1,384 Firt
=3 File Folder \e applications himl 1,571 Firt
Eschema File Folder “bbimammi.ces 6,163 Cat
(vendor File Folder [E favicon.ica 1,150 Ico
) htaccess 262 HTACCESS File—! | |&] indexhtml 5,259 Fire
=) composer. json 57 JSON File =) inclesc htrl. 2k 5241 ZH
= composer.lock 2,027 LOCKFile = phpinfo.php 23 FHi
=) composer. phar 1,011,781 PHAR File ~
< | » <] | |
6 files and S directories, Total size: 1,018,463 bytes 7 files and 1 directory. Total size: 20,791 bytes
Server/Local file Directi,.. | Remote flle | size | Priority | Status |
Queued files | Faledtransfers | Successful transfers
S Quele: erpty @@

* Once the files are transferred, log in to the server console using PUTTY.

« Create a database for the application using the MariaDB command-line client (you can use phpMyAdmin if
you prefer a graphical interface). For example, since the application is a to-do list, let's call the database
'tasks'.

mysql> CREATE DATABASE tasks;

» Follow best practices and create a separate MariaDB user with privileges to access only this database.

mysql> GRANT ALL ON tasks.* TO 'tasks'@'localhost' IDENTIFIED BY 'klio89';

P bitnami@ip-172-31-38-218: ~ - O X

ion Ab and others.

o clear the current input statement.

 If required, update database credentials in your application. Then, install the application schema in the new
database (assuming you already uploaded it with the application code). For example, you can use the
following command with the MariaDB command-line client:

shell> mysql -u tasks -D tasks -p < schema/tasks.sq|l
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bitnami/ apach

-u tasks

If you're logged in to phpMyAdmin, you can also import the database schema from your local XAMPP system.
To do this, select the "Import" tab of the phpMyAdmin dashboard, select the file containing the schema, and
click "Go" to have the tables created in your selected database.

Databases | S0L G Status Users | [i= Expo ~ Settings

Importing into the current server

File to Import:

File may be compressed (gzip, bzip2, zip) or uncompressed
L gl + o

gon]. Example: .sql.zip
Browse your computer. | Choose File | Mo file chosen (Ml BOMIE)

Character set of the file: | utfd v

Partial Import:

# Allow the interruption of an import in case the script detects it is close to the PHP timeout limit. (This ®
Igrge files, however it can break transactions.)

Skip this number of gueries (for SAL) or lines (for other formats), starting from the first one: |0

Format:

SaL v

You can also learn more about using phpMyAdmin to back up and restore databases.

Browse to your cloud server’s host name and your application should be active. Here are a few screenshots of
the example to-do list application running on the cloud server.

My Tasks
Paytaxes =
Buy egos EXTITRIERT) =
(o5

My Tasks

Pay taxes [ ENEEITECE] m

Buy oggs [EIIRIEDTY =3

Start a band [ERYEITF W

Congratulations! You've successfully deployed your XAMPP application in the cloud.
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Understand Azure’s Dashboard and Monitoring
Tools

To help you get the most out of your cloud server, Azure makes a number of administrative and monitoring
tools available. These help you keep track of your application’s performance in the cloud and optimize your
server and software configuration as needed.

To see these tools in action:

* Browse to the Bitnami Launchpad for Azure and sign in if required using your Bitnami account.

Select the "Virtual Machines" menu item.

» Select your cloud server from the resulting list.

* On the server detail page, click the "Manage on Azure" button. You will be redirected to the Azure
management console.

0 Bitnami Launchpad for Microsoft Azure LIBRARY  ACCOUNT  SIGN OUT
LAMP Stack
Launched 5 minutes ago. Manage on Azure Wl

MachineName  bitnami-lampstack-d8e0

Status Running

e Sign in to Azure if required using your existing Microsoft account.

Once you do this, you'll arrive at the Azure dashboard, which lists all your virtual machines and cloud services.
Select the cloud server you created with the Bithami Launchpad to arrive at the dashboard, which provides an
overview of CPU usage, disk activity and network traffic over the last hour, 24 hours or 7 days. You'll notice that
the toolbar below the activity monitor provides controls to restart or shut down the cloud server.

Microsoft Azure | v CREDITSTATUS [ —

© CPUFCRCENTAGE @ DISLAWRIEBITES'Sic @ NETWORKIN 2 MORE v RAE v otHoR v )

12 nzs i) n3s 140 1145 = s zoen 1208 1210 215 122

web endpoint status e quick glance

o endpoint for monitaring. Configure one to get
started. @ View Applicable Add-ons

CONFIGURE WEB, ENDPOINT MONITORING (3)
STATUS

Running

autoscale status NS NAME
bitnami-lampstack-dfi0.cloudapp.net

Vou need to configure the autoscale service.

HOST NAME

bitnami-lampstack-dsed

FooHlad@Ydd

CONFIGURE AUTOSCALE (2)

S 9] 4

RESTALT SHUT DOWN ATTAC

You can also use the Azure dashboard to resize your virtual server. To do this:

» Select the "Configure” tab of the dashboard.
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» Select a new "Virtual Machine Size" on the resulting page.

cepmrsmS ) —

settings

VIRTUAL MACHINE TIER TSl sTANDARD

VIRTUAL MACHINE SIZE A0 (shared core, 768 MB memory) ¥
A0 (shared core_768 MB memory)
AL (1 core, 1.75 GB memory)

A2 (2 cores, 3.5 GB memory)

A3 (4 cores, 7 GB memory)

AVAILAELLITY SET
A4 (8 cores, 14 GB memory)

A5 (2 cores, 14 GB memory)
28 GB memory)
AT (8 cores, 56 GB memory)
AB (8 cores, 56 GB memory)
A9 (16 cores, 112 GB memory)

monitoring

ENDPOINTS
PREVIEW

* Click the "Save" command in the toolbar at the bottom of the page.
Azure will resize and restart your cloud server with the new configuration.

You can also define alerts, so that you're automatically informed if any of the above metrics crosses a particular
threshold. To do this:

» Select the "Monitor" tab of the dashboard.
» Select a metric on the resulting page.

e Click the "Add Rule" command in the toolbar at the bottom of the screen.

Microsoft Azure | v CREDIT STATUS.

NAME ALERTR.. R

@ Disk Read Byte... bitnami-lamps. s s s ot Configure
@ Disk Wiite Byto,  bitnami-lamps.. Q8/s s s ot Configure

a
7l
Mot Configured
d
a

© HNetworkin itnami-tamps Not Configure

®
=
0
o
B
B
g8
©
+

» Specify a name for the new alert.

23



Define Alert

MAME

| High CPU Usage |

DESCRIPTION

SERVICE TYPE SERVICE NAME

+ Define the alert threshold for the selected metric, the evaluation window and the email address to be

notified when the alert is triggered.

Define a condition for notifications.

METRIC

CONDITION THRESHOLD VALUE UNIT
greater than j

ALERT EVALUATION WINDOW
| Average aver the last 5 minutes j

ACTIONS
_ Send an email to the service administrator and co-administrators.
D Specify the email address for another administrator.

a5

Enable Rule

When the above rule is submitted, Azure will automatically send you an email when your cloud server's CPU

usage exceeds 65%.

You can also monitor the uptime of your XAMPP application, by configuring an HTTP endpoint that is

automatically checked from up to three different geographical locations. To do this:

Select the "Configure" tab of your virtual machine dashboard.

Create a new availability set and give it a name.

An availability set is a group of Azure cloud servers, designed to provide redundancy if one
NOTE goes down. In the event of a server fault or maintenance event, Azure will use the servers in
the availability set to ensure continuous service. Read more about availability sets.

e Set the application’s index page URL (or any other URL you wish) as a monitoring. endpoint.

 Save your changes.
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cREDIT STATUS ) ®

S e [0 ehared core 728 W memory) =]
®
EI IAWLABMW SET Create an availability setﬂlﬁetl [}
E US: IL - CHICAGO
[ us: T - SAN ANTO,,
@ manitoring [ us: ca - 5AN JOSE
O us: va - ASHBURN I
@ O = puBLIN
i NL: AMSTERDAM
B ] lampstack doed coudappnet | |5 testiocations. |~ | %
[ R [ vnae | e | |otestlocations. | ~ |
iy

Azure will restart your cloud server and configure the URL you specified as a monitoring endpoint. This will
also add new metrics for response time and uptime to your list of available metrics, which you can plot in your
dashboard or configure alerts against.

Microsoft Azure |~ CREDIT STATUS. -] )

NAME SOURCE MIN MAX AVG TOTAL ALERTR.. 0

Home/MiL: Ams,

@ DiskReadByte... bitnami-lamps.. 08/s 08 oess Hat Configur
@ Disk Write Byt

Network Out 4404 KB 454 KB 4541KB Hot Configure

®
0
0
o
@
s

@ CPUPercentage b 0% 0s0% Mot Configur

Netwark In 239 k8 305 k8 052K8 Hot Configure;

)

Improve Application Performance

Web application performance problems are hard to debug at the best of times, and more so when your server
is in the cloud and running a pre-packaged stack. The responsiveness of your application at any given moment
depends on numerous factors: server type, network bandwidth, cloud provider load, database load, caching
system in use, application code structure, query structure and various other variables.

LAMP packaged by Bithami already uses the Apache Event MPM and PHP-FPM for
reduced memory usage and an increase in the number of simultaneous requests

IMPORTANT that the server can handle (more information). It also comes with the
mod_pagespeed Apache module activated to rewrite pages on the fly and improve
latency.

If you're finding that your PHP/MariaDB application’s performance is not up to scratch, here are a few general
tips you can consider:

* LAMP packaged by Bitnami includes APCu, a popular PHP bytecode cache. Usually, when a PHP script is
executed, the PHP compiler converts the script to opcodes and then executes the opcodes. APC provides
a framework for opcode caching, thereby speeding up PHP applications without needing any code
changes. Make sure your APC cache has enough memory and a long TTL. Read more about APCu and
how to use APC with PHP and Bitnami.

e LAMP packaged by Bitnami also includes the PHP memcache extension. Memcache is a high-
performance, distributed memory object caching system. Consider using memcache to store frequently-
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accessed fragments of data in memory as arrays, thereby reducing the load on your MariaDB database
server. Read more about memcache in PHP.

e Turn on MariaDB’s slow query log and set MariaDB’s 'long_query_time' variable to a low number. This lets
you track which of your queries are performing inefficiently and adjust them, either structurally or by
applying table indexes as needed, to improve performance. You can use tools like mysqgldumpslow or
mysql-slow-query-log-visualizer to parse and analyze the slow query logs generated.

« If your application is database-heavy, you'll gain performance by giving the MariaDB server more memory.
You may use the MariaDB Optimization and Tuning guides, to identify which server parameters need
tuning, and incrementally make changes to your server's cache and buffers to improve performance. For
example, if your tables are all MyISAM, disable InnoDB in your my.cnf file to save further memory.

¢ Unload Apache modules which you don’t need to save memory, and adjust the log level to errors only.
» Minify your JavaScript code, and consider using a CDN for static content like images.

Good luck, and happy coding!

Useful Links

* Microsoft Azure

 Bitnami Launchpad for Azure

« LAMP packaged by Bithami

* LAMP packaged by Bitnami Documentation
e PUTTY

» Filezilla

« Example Project (.zip)

About the author

Vikram Vaswani is the founder of Melonfire, an open source software consultancy firm, and the author of seven
books on PHP, MySQL and XML development. Read more about him at http://vikram-vaswani.in/.
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