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Introduction

If you're a PHP developer building a public-facing Web application, there are a number of good reasons why
the cloud should be on your radar. It's highly scalable, allowing you to quickly scale up if you application turns
out to be a hit. It's cost-efficient, because you only pay for the resources - bandwidth, CPU cycles, memory -
you use. And it's secure, because cloud providers have invested a great deal of time and thought into ring-
fencing applications and user data.

However, if you're new to the cloud or do most of your development locally, getting your PHP application from
your local XAMPP box to the cloud can be a bit challenging. That's where this tutorial comes in. Over the next
few pages, I'll walk you, step by step, through the process of deploying a PHP/MySQL application running on
your local XAMPP server, to a cloud server running LAMP packaged by Bitnami. Keep reading!

What You Will Need

Before we begin, a few quick assumptions. This tutorial assumes that you have a XAMPP installation with a
working PHP/MySQL application. It also assumes that you're familiar with the MariaDB command-line client
and that you have a working knowledge of transferring files between servers using FTP.

If you don’t have a custom PHP/MariaDB application at hand, use the example application included with
this tutorial: it's a simple to-do list, created with Twitter Bootstrap and PHP. You can download it from
here.

Now, if you're new to the cloud, you might be wondering what Amazon Web Services and Bitnami are. Very
briefly, Amazon Web Services is a cloud platform, which allows you to easily create Windows and Linux virtual
servers online. Bitnami provides pre-packaged server images for these cloud servers, so that you can become
productive with them the moment they come online. In short, Amazon provides the cloud infrastructure, and
Bithami provides the server images and software. And since both Amazon and Bitnami have a free tier, you
can run and manage a full-featured PHP server for free for 1 year.

For this tutorial, I'll be using LAMP packaged by Bitnami, which is Linux-based and bundles PHP, MariaDB and
Apache, together with key applications and components like phpMyAdmin, SQLite, Memcache, OpenSSL, APC
and cURL. LAMP packaged by Bitnami also includes a number of common PHP frameworks, including the
Zend Framework, Symfony, Codelgniter, CakePHP, Smarty and Laravel.

To deploy your application to the Amazon cloud with LAMP packaged by Bitnami, here are the steps you'll
follow:

» Register with Amazon Web Services (AWS)
» Register with Bitnami
* Connect your AWS and Bitnami accounts

e Provision an AWS cloud server with LAMP packaged by Bitnami


https://www.apachefriends.org/
https://bitnami.com/stack/lamp
https://mariadb.com/kb/en/mysql-command-line-client/
https://getbootstrap.com/
/downloads/tasks-app-source.zip
/downloads/tasks-app-source.zip
https://aws.amazon.com
https://bitnami.com/
https://bitnami.com/stack/lamp
https://framework.zend.com/
https://symfony.com/
https://codeigniter.com
https://cakephp.org/
https://www.smarty.net/
https://laravel.com/

 Validate the cloud server
» Deploy and test your application on the cloud server

The next sections will walk you through these steps in detail.

Step 1. Register with Amazon Web Services

At the end of this step, you will have signed up for the Amazon Web Services free tier. If you already
have an Amazon Web Services account, you may skip this step.

You will need an existing Amazon account to log in and sign up. To create it, follow these steps:
* Browse to https://aws.amazon.com and click the "Create an AWS account” button at the top of the page.

e In the resulting page, enter an email address, a password, and an AWS account name. Then, click
"Continue" to start the registration process.

Create an AWS account

Email address
Password
Confirm password

AWS account name ©

Continue

Sign in to an existing AWS account

©® 2018 Amazon Web Services, Inc. or its affiliates,
All rights reserved.,

Privacy Policy = Terms of Use

« Once you've signed in to Amazon, sign up for AWS by selecting the account type and providing some basic
contact information and your mobile phone number.


https://aws.amazon.com

aws ngien-

Contact Information

e Once that's done, proceed to the next stage by entering your credit card information. Click the "Secure
Submit" button to continue with the account creation.

aws o

Payment Information

If you're worried about how much you'll be billed for services, relax. When you first sign up for AWS, you get
automatic access to the AWS Free Tier, which entitles you to 12 months of free usage up to certain limits. This
includes 750 hours per month of free usage of Amazon EC2 micro servers, which are just right for development
or low-traffic website hosting. So long as your usage falls within the limits of the free tier, your credit card will
never be billed. However, Amazon still needs your credit card information for security purposes, to avoid
service misuse and to confirm your identity.

You should fully understand the limits of the AWS free tier to avoid being unduly

IMPORTANT _
charged for service usage.

e Amazon will now verify your identity, by making an automated call to your mobile phone number and
prompting you to enter the PIN number displayed on the screen.

¢ Once your identity is verified, choose the "Basic" support plan (also free) and confirm your account.

At this point, make sure that you have subscribed a plan, even if you decide to register for

NOTE . .
the free tier or "Basic" support plan.

The AWS account registration machine will churn away for a minute or so, and you will then be redirected to a
welcome page, which includes a link to the AWS management console. You should also receive an account
confirmation email, which tells you that your account is good to go.


https://aws.amazon.com/free/
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/free-tier-limits.html

Step 2: Register with Bitnami

At the end of this step, you will have created a Bitnami account.

The next step is to create a Bithami account, so that you can launch a cloud server with LAMP packaged by
Bitnami image. If you have a Google, Microsoft or Github account, you can use your credentials from those
services with Oauth to create your Bitnami account.

If you don’'t have accounts with those services (or you don’t want to use them), you can use your email address
and password to create a Bitnami account, as described below:

Head to the Bitnami sign-up page.

» Enter your name and email address.

e Choose a password.

* Review and agree to the Bithami terms of service.

Then, use the "Sign up" button to create your account.

0 bi&v"agli Applications Kubernetes Developers Company Sign In

Create your Bitnami Account

Do you already have a Bitnami Account? Sign In

Register with Email Register with an External Account

First name Last name
Register with Google

Email Register with Github

G
0
=

Register with Microsoft

Password

Password confirmation or

O Iaccept the Bitnami Terms of Service and the Customer
Agreement

O 1 would like to receive the Bitnami Newsletter for news,

events and more

Bitnami will send you an email with a verification link which you’ll need to click or browse to, to activate your
account. This will also sign you in to your Bitnami account.


https://bitnami.com/account/sign_up

Bitnami account registration confirmation

From: hello@bitnami.com, To Date=m——————=

Confirm Your Account

Please confirm your account by clicking on the following link:

https:/bitnami.com/confirmation?confirmation tokensrﬁri_-‘

IFyou did not sign up for this account, you can disregard this email and the account will not be created.

Regards,

The Eitnarni Team

Step 3: Connect your AWS and Bitnami Accounts

At the end of this step, your Bitnami Launchpad for AWS Cloud will be configured and you will be ready
to provision a cloud server.

The easiest way to set up your AWS cloud server with LAMP packaged by Bithami is via Bitnami Launchpad
for AWS Cloud, which gives you a simple control panel to provision, start, stop and check status of your AWS
cloud servers. However, to use it, you must first connect your AWS and Bitnami accounts, by obtaining security
credentials for your AWS account and saving those credentials in your Bitnami Launchpad account.

Once your AWS account has been activated, the next step is to create an AWS Identity and Access
Management (IAM) user and generate an AWS Access Key ID and Secret Access Key. You will need this to
connect your AWS account with Bithami. To do this:

e Loginto the AWS Console.

e In the AWS services menu, scroll down until you see the "Security, Identity & Compliance" section. Select
the 1AM service.

Amazon GamelLift

Security, Identity &

Compliance
1AM

Cognito
GuardDuty
Inspector

Amazon Macie &'
AWS Single Sign-On
Certificate Manager

Fo I PRTRT YW

e Select the "Policies" section in the left navigation bar and click the "Get Started" button.

* Click the "Create Policy" button.


https://aws.bitnami.com/
https://aws.bitnami.com/
https://console.aws.amazon.com/console/home

Filr: Poicy type ©  Q Search

Policy name + Type Attachments ~  Description

* On the next page, select the JSON tab and enter the following content:

{
"Version™: "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": [ "sts:GetFederationToken", "ec2:*", "cloudwatch:GetMetricStatistics", "cloudformation:*" ],
"Resource™: [ "*"]

1]
}

Create policy o e

Editor Review

A policy defines the AWS permissions that can be assigned to a user, group, role, or resource. You can construct a policy ing

JSON ediitor.

e [—

Tow,
[ "sts:GetFederationToken", "ec2:*",

"Resource": [ "*" ]
1

"cloudwatch: GetMetricStatistics”, "cloudformation:*" J,

cance] ]

* Click "Review Policy" to proceed.

« Set the policy name to "BitnamiConsole" and click "Create Policy" to save the new policy.

Create policy o o

Edtor Roview
Review policy
actrs.
Description
Maximum 1000 charactes. Use lphanumerc and =, 8- charactes.
Summary
Qs
Service ~ Access level Resource Request condition
Allow (4 of 128 services) Show remaining 124
GloudFormation Fullaccess Allresources None
CloudWatch Limited: Read Allresources None
Ec2 Fullacoass Allresources None
Nor

BN Limited: Read Allresources

p— o | P

» Select the "Users" section in the left navigation bar and click the "Add user" button.



Search IAM g

Dashboard Q Find
Groups
User name ~ Groups  Password  Last sign-in
Users
Roles
Policies
Identity providers
Account settings

Credential report

Encryption keys

¢ On the "Details" page, enter a user name for use with Bithami. Ensure that the "Programmatic access"
checkbox in the "Select AWS access type" section is selected. Click the "Next: Permissions" button to
proceed.

Add user o

Details Pemissior ns Review Complete
Set user details
You can add multpe Learn more
User name bitnami
© Add another user
Select AWS access type
step. Learn more
Access type" v Programmatic access
Enablos an accoss Koy for tho AWS API, CLI, SOK. and
'AWS Managoment Gonsolo accoss
tosign-intothe AWS

Roaured coneet

* On the "Permissions" page, select the option to "Attach existing policies directly”. From the list of policies,
find the new "BitnamiConsole" policy. Select it and click the "Next: Review" button.

Add user 0 e

Details Permissions Review Complete

Set permissions for bitnami

Copy permissions from

Adduserto group existing user

Attach existing policies
directly

Attach one or more existing policies directly to the user or create a new policy. Learn more

Create policy & Refresh

Filter: Policy type v Q Search Showing 221 results
Policy name ~ Type Attachments v Description
| v BitnamiConsole I Customer managed 0

* On the "Review" page, review the selected options and click the "Create user" button.

Add user
o o o

nnnnnnnnn Roview Complete

Review

Review your choices. After

User details

Username  bitnami

Permissions summary

The following polcies wil be attached to the user shown above.

Type Name

Managedpolicy  BitnamiConsole

o —

* A new user and corresponding key pair, consisting of an "Access Key ID" and "Secret Access Key", will be
generated and displayed. The "Secret Access Key" value will not be displayed again, so it is important to



accurately note down the "Access Key ID" and "Secret Access Key" values displayed on the screen at this

point.

Add user 0

Details Permissions Review Complete

© Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users instructions for signing in to the

AWS Management Console. This is the last time these credentials wil be available to download. However, you can create new credentials at any time.

- — —

Users with AWS Management Console access can sign-in at

 Download .csv

User Access key ID Secret access key

esouesse Sprow

» © bitnami

Your IAM user account and access keys are now ready for use.
* Note the Access Key ID and Secret Access Key.
You're now ready to connect AWS with Bitnami. To do this:

Log in to your Bitnami account if you're not already logged in.

* Browse to https://aws.bitnami.com/.

Select the "Sign in with Bitnami" link in the top right corner.

0 Bitnami Launchpad for AWS Cloud Library

Bitnami Library

Bitnami, re a AWS Cloud

What is AWS Cloud? . .
@ bitnami
AWS Cloud

Bitnami launchpad for

. amazon
webservices”

amazon
webservices™

The Launchpad will recognize your Bitnami credentials and automatically sign you in.

The next step is to set up an administrative password and connect your AWS cloud account with your Bitnami

account. To do this:
e Select "Virtual Machines" in the Launchpad menu.

Since this is your first time, you'll be prompted to set up your Bitnami Vault password by entering an
administrative password. Enter a hard-to-guess password.


https://aws.bitnami.com/

Setup Your Bithami Vault
Before continuing, we ask that you setup a password for your
Bitnami Vault.

This password is independent from your AWS Cloud account
and primary Bitnami account, and is used to secure access to
sensitive information such as SSH keys or AP/ credentials .

We can't recover it for you, so please be sure to write it down.

Vault password

Vault password confirmation

The Bitnami Vault password offers an additional level of protection against misuse: you'll need to enter it when
performing certain operations, such as creating new cloud servers. Again, make sure you note it down for
future reference.

IMPORTANT Your Bitnami Vault password is different from your Amazon Web Services password.

e Once your password has been accepted, you'll be redirected back to the Launchpad page. Select
"Accounts _ Cloud Accounts" in the Launchpad menu.

¢ Click the "Add Cloud Account" button.

'ol Bitnami Launchpad for AWS Cloud Virtual Machines Library Support ¥

Your Cloud Accounts
Bitnami Launchpad

Name Virtual Machines Options

1 hour demo 0 + Launch VM

Add Cloud Account

* You'll be transferred to an authorization page, where you will need to enter the Access Key ID and Secure
Access Key. Enter this information and click "Continue" to proceed. An authorization check will now be
performed.



Io, Bitnami Launchpad for AWS Cloud Virtual Machines lorary Support

Cloud Account setup Add AWS credentials

O Add AWS credentials
Name

My AWS Account

Access Key ID

Secret Access Key

how to sign up for Amazon EC2 getting your

If you are using a recently-created AWS account, you may need to wait until your account is

verified by AWS before you can complete the process of connecting your AWS Cloud and
Bitnami accounts.

NOTE

Your AWS and Bitnami accounts will now be connected.

'., Bitnami Launchpad for AWS Cloud

Cloud Account setup

: v

- You're all done!
L]

Launch an instance

Browse the Bitnami library to get started. m

Step 4: Provision an AWS Cloud Server

At the end of this step, your AWS cloud server will be running and you will be able to access it through
your Web browser.

To provision your AWS cloud server:

e Select "Library" in the Launchpad menu.

» Look through the list of applications available in Bitnami until you find LAMP Stack. Select it and click
"Launch". If required, enter your administrative password.

10


https://aws.bitnami.com

0 Bitnami Launchpad for AWS Cloud Vitual Machines  Library ppor t~

Bitnami Library

Bitnami AWS Cloud
What is AWS Cloud? o q
o) hitnamj
AWS Cloud
amazon
Webservices" Bitn for
AWS Free Tier ©
aareeusZON
webservices™

These software listings are packaged by Bitnami. The respective trademarks mentioned in the offerings are owned by the respective
companies, and use of them does not imply any affiliation or endorsement. The software is licensed to you subject to one or more open
source licenses and VMware provides the software on an AS-IS basis.

e : fare * m

LAMP

8115

» Define a name and domain name for your AWS server. The default server configuration is a "Micro"
serveR, 1000 MB RAM and 10 GB EBS storage, which is eligible for the AWS free tier.

» Define a name, size and region for your cloud server. You can choose from a "micro" server, which uses a
shared CPU to a "high CPU" server, which has 16 dedicated virtual cores. For more information, refer to
the AWS pricing sheet. The default server configuration is a "Micro" server, 1lGB RAM and 10 GB EBS
storage, which is eligible for the AWS free tier.

TIP A "micro” server will work just fine for most PHP application development tasks.

New Virtual Machine

NAME IMAGE

my-lamp-server LAMP packaged by Bitnami v8.1.1-5 (Debian 10) -

Trademarks: This software listing is packaged by Bitnami. The respective trademarks

O N @ adddowdaccount 1 entioned in the offering are owned by the respective companies, and use of them does
not imply any affiliation or endorsement.
amazon-s ~
LAMP is an open source software stack that provides a
O framework for creating PHP-based high-performance websites
i and applications with ease. lts core components are Linux, PHP,

@ General Purpose (SSD) O Magnetic Apache, and MariaDB. ¢ Lesmors  Demo Not Avaiatie
DISK SIZE
o/ 10 GB REGION
5100 mo

us-east-2 v
SERVER SIZE
© t2nano

(54.18 fmo) 50.006 /nr

®

@ t2.micro
(58.35 /mo) 50,012 /nr

o t2.small
(516.56 Imo) 50.023 /e

Estimated Monthly cost: $9.35

« Confirm your selection by hitting the "Create Virtual Machine" button at the end of the page.

The Bitnami Launchpad will now begin spinning up the new server. The process usually takes a few minutes: a
status indicator on the page provides a progress update.

11


https://aws.amacon.com/ec2/pricing/

bithami-lampstack-cf-2b92

2 Create virtual machine: Finishing setup 23%

Application Info Server Info

LAMP
LAMP Is an open source software stack that
provides a framework for creating PHP-based high-

performance websites and applications with

ease.... [ Leam More T2.MICRO

CREDENTIALS
SOLID STATE
PASSWORD
1GB

PORTS
US-EAST-2

$9.35

CONNECTION NOT AVAILABLE
@ PEM & PPK

Once the cloud server has been provisioned, the status indicator will show that it's "running”, and the Bitnami
Launchpad page will display the server details, including its IP address.

bithami-lampstack-cf-2b92

I Manage in the AWS Cloud Console l

Application Info Server Info
LAMP
W | [mo2us1215
LAMP is an open source software siack that

provides a framework for creating PHP-based high-
perforr

s and applications with

T2.MICRO
SOLID STATE
CREDENTIALS 1GB
R
m US-EAST-2
$9.35

@ PEM & .PPK

Show SSH command

At this point, you should be able to browse to the cloud server, either by clicking the link in the Bitnami
Launchpad (a new browser tab will open) or entering the cloud server IP address directly into your browser’s
address bar. You should see a welcome page like the one below (just so you know, it's served up by Apache,
which is part of LAMP packaged by Bitnami).

12



Congratulations!

You are now running Bitnami LAMP 8.1.1 in the Cloud.

Get Started
Useful Links

The following links will help you to
understand better how to get started and
configure the application you just
launched.

Connect to phpMyAdmin

Documentation

Support

O

Proudly built by Bitnami

Once the server is provisioned, you need to gather the security credentials you will need to begin using it. To
do this:

e Go back to the Bitnami Launchpad for AWS Cloud page and in the "Virtual Machines" section, select the
running server. This will launch the server information page.

» From the server information page, download the .ppk file which contains the SSH access credentials you
will need to connect to the server. Typically, this file is named using the format bithami-[google-project]-
[nn].ppk. If you're using Mac OS X or Linux, you should instead download the corresponding .pem file.

bitnami-lampstack-cf-2b92 | Manage i the AWS Cloud Console
Application Info Server Info Running
LAMP
130.211.51.215
LAMP s an open source software stack that
provides a framework for creating PHP-based high-
performance websites and appications with
= T2.MICRO
SOLID STATE
CREDENTIALS 1GB
oASSWORD | *TErIIIIE
=2 US-EAST-2
PORTS
$9.35

Show SSH command

e By default, Bithami Launchpad creates a user account named ‘user' and an auto-generated password
when a new server is provisioned. You will need this password when accessing Bithami-supplied
applications (including MySQL). Go back to the server information screen, look in the "Credentials" section
of the "Application Info" panel, and display and make a note of the application password.

13



bitnami-lampstack-cf-2b92 I Manage in the AWS Cloud Console

Application Info Server Info Running
@ 130.211.51.215
T2.MICRO
SOLID STATE
CREDENTIALS 1GB

US-EAST-2

$9.35

2 PEM @ PPK

Show SSH command

The Launchpad page also includes controls to reboot, shut down or delete the server.

bitnami-lampstack-cf-2b92 I Manage in the AWS Cloud Console |

Application Info Server Info Running

W | o2usi2s

T2.MICRO

SOLID STATE
CREDENTIALS 1GB
PASSWORD  *TrrrrERIs m

US-EAST-2
PORTS
$9.35

@ PEM & PPK

Show SSH command

L]

Step 5: Test PHP and MariaDB

At the end of this step, you will have logged in to your cloud server and verified that PHP, MariaDB and
phpMyAdmin are working correctly.

You can now connect to the cloud server and test PHP to make sure it's working correctly and has all the
extensions you need. The easiest way to do this is with PuTTY, a free SSH client for Windows and UNIX

platforms.
* Download the PuTTY ZIP archive from its website.
» Extract the contents to a folder on your desktop.

» Double-click the putty.exe file to bring up the PUuTTY configuration window.

14


https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.chiark.greenend.org.uk/~sgtatham/putty/

» Enter the host name of your cloud server into the "Host Name (or IP address)" field, as well as into the
"Saved Sessions" field.

e Click "Save" to save the new session so you can reuse it later.

2 PUTTY Configuration i B
Categony:
B- S_ession | Basic options for your PuTTY session |
L.Dggmg Specify the destination pou want to connect o
= Terminal
™ = Part
- Keyboard
- Bell [130.211.51.215 [z
- Features :
=] Wwfindo " Raw  Telet © Rlogin @ S5H  © Seqal
- fppearance .
- Behaviour Load, zave or delete & stored session—————————
.. Tramzlation gavga gessmns l
- Selection [130.211.51.215 I
- Colours
? efalll S eftings | nad
(= Connection 130.211.51.215 —I
- Data
- Prosy
- Telnet Delete |
- Rlogin
- 55H
~pendl Cloge window on exit:
 Always © Mever % Only on clean exit
About | Help | Open | Cancel |

e In the "Connection _ SSH _ Tunnels" section, create a secure tunnel for the phpMyAdmin application by
forwarding source port "8888" to destination port “localhost:80".

* Click the "Add" button to add the secure tunnel configuration to the session.

2 PuTTY Configuration

Categomny:

= Terminal

- Keyboard

- Bell

- Features
[ Wirdow

- hppearance
- Behaviour
- Trangslation
- Selection

- Colours

[=- Connection

- Data

- Prosy

- Telnet

- Rlogin
=-55H

Optiohe controlling S5H port forwarding

i |

Port forwarding
[ Local ports accept connections from other hosts
™ Remote ports do the same [S5H-2 only)]

Bemove |

Fonwarded parts:

Pt

ISSSB

IIDcthost:BD

Source port

Destination

i Autg " |Pyvd

Open I

Cancel

e Inthe "Connection _ SSH _ Auth" section, select the private key file (*.ppk) you saved in the previous step.

15




8 PUTTY Configuration
Categony:

- Session -
. " Logging

- Terminal

- Keyboard

- Bell

- Features

= WWindow

- Bppearance

- Behaviour

- Tranglation

- Belection

- Colours

= Connection

- Data

- Prosy

- Telnet

- Rlogin

- 55H

| Optione controling S5H authentication

‘ [~ Bypass authentication entirely [S5H-2 anly)

Authentication methods

v &ttempt authentication using Pageant
[~ Attempt TIS or CryptaCard auth [S5H-1]
¥ Attempt "keyboard-interactive” auth [S5H-2)

Authentication parameters

[~ Allow agent forvsarding
[~ &llow attempted changes of usemame in S5H-2

I'logram FilesPuT T bitnami-hasting. ppk. [l Browse.

Open I Cancel

Categony:

- Session -
. - Logging ]
- Terminal

- Keyboard

| Data ta send ta the server

agin details

Auto-login usemame Ibitnami

- Bell

- Features
[ Wwitwdow

- Bppearance
- Behaviour
- Tranzlation
- Selection
- Colours
[ Conrnection

- Data

- Prosy

- Telnet

- Rlogin

r— Teminal details

Terminal-type string |xterm

Terminal zpeeds |384DD,384DD

r— Environment variables

Wariable I Add |
Walue I Hemovel

Open I Cancel

* Go back to the "Session" section and save your changes by clicking the "Save" button.

¢ Click the "Open" button to open an SSH session to the server.

e PuTTY will first ask you to confirm the server’'s host key and add it to the cache. Go ahead and click "Yes"

to this request.

16



PUTTY Security Alert ' Xl

The server's host key is not cached in the registry. You
have no guarantes that the server is the computer you
think it is.

The server's rsaz key fingerprint is:

ssh-rsa 2048 Be:f8 fe:34:599:dd:66:98 ce:63:72:43:21:51:90:df
If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want o carry on connecting just once, without
adding the key to the cache, hit Mo,

If you do not frust this host, hit Cancel o abandon the
connection,

Yes | Mo | Cancel I

t;

You should now be logged in to your cloud server.

By default, LAMP packaged by Bitnami includes running Apache and MariaDB servers, and all the packages
that come with the stack are located in the /opt/bitnami directory. Your first step should be to create a
phpinfo.php file in the Apache web server root at /opt/bithami/apache2/htdocs directory to verify PHP’s
capabilities.

shell> cd /opt/bitnami/apache2/htdocs
shell> echo "<?php phpinfo(); ?>" > phpinfo.php

Once the file has been copied, browse to http://[your-cloud-server-hostname]/phpinfo.php and you should see
the output of the phpinfo() command.

PHP Version 8.1.1 pp >
System Linux ip-172-31-38-218 4.18.0-18-cloud-amd64 #1 SMP Debian 4.19.208-1 (2021-09-29) x86_64

Build Date Dec 152021 09:17:11

Build System Linux 1{713%a13bc 4.9.0-14-amdé4 #1 SMP Debian 4.9.246-2 (2020-12- 17) x86_64 GNU/Lin

Configure Command php-8.1.1/configure' -
sannummap—zcm 00"
rpaih --enabl pli

nable-soap’ --disable-
xi -gnable bemalh' -

with-bz2' -

imapss! “with-Zib-dit itz

linux-gnu =-enable-ip' thoxs!

nith-fpm-

ig' enable-cgl
enable-mysqind '~ er\an\e int with-lconv' '—with-po_sqlite' ~with-saite3' with- readiine! it g with-ourt
nable-
SimplexmI -wit-Sodium’ ~enable-ga -wi-pear - wil-reetype’ with-peq’ —wifrweop’ wi-zip' - i
" with-ti
'PKG_CONFIG_PATH-=; Juul/mmamvcummonAm/uxgmnnq

With this, you know that your PHP installation is configured and working correctly.

You can also check that MariaDB is working by launching the MariaDB command-line client at the shell prompt.

17



shell> mysql -u root -p

When prompted, enter the application password retrieved in the previous step. The client should start up and
connect to the local MariaDB server, displaying a welcome message as shown below.

EP bitnami@ip-172-31-38-218: ~ - [m] X

Commands end with ; o

clear the current input statement.

You should also be able to access phpMyAdmin through the secure SSH tunnel you created, by browsing to
http://127.0.0.1:8888/phpmyadmin.

£) phpMyAdmin - Mozilla Firefox i P =[5

File Edit View Higory Bookmarks Tools Help

€ [& 127.0.0.1:8838 hpryacimiry | |4 ¢ & @ =
php

Welcome to phpMyAdmin

Go

To log in, use username 'root' with the application password from the previous step.

[l iserer loca

php
REse0 ¢
Recent  Favorites

Datahases SOL (& Status Users [ Export | 5} Import Setlings ¥ More

4 New G gs Daisbase Seive
- information_schema
& Change password o Sewver Localhast via UNDE socket
sl Server type: MySGL
i = e - © :
St = Sener connection collation ¢ | utBmba_gensral_ci =l

* * Serverversion: 55,36 - MySQL
) test Cormmunity Server (GPL)

* Protacal version: 10
tings « User: root@localhost

« Server charset: UTF-6 Unicode (ut

& Language @ | English j
9 Thers: | pmahomme =
« Fontsize: | 82% o

* Apache

More settings « Database client version: librmysal
mysgind 6.0.10 - 20111026 - $id
CB510507 057 o7 00609bbd4 c000257
$

In case you'd like to troubleshoot errors or modify the configuration for Apache, PHP or MariaDB - for example,
adjusting the maximum upload file size in PHP or changing the path to the MariaDB data directory - here are
the locations for key configuration and log files in LAMP packaged by Bitnami:
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http://127.0.0.1:8888/phpmyadmin
https://docs.bitnami.com/aws/infrastructure/lamp/administration/increase-upload-limit-php/
https://docs.bitnami.com/aws/infrastructure/lamp/administration/change-data-directory/

Configuration file(s) Log file(s)

Apache /opt/bitnami/apache2/conf/httpd.co /opt/bitnami/apache2/logs/error_lo
nf g
PHP /opt/bitnami/php/etc/php.ini -
MariaDB /opt/bitnami/mariadb/conf/my.cnf  /opt/bitnami/mariadb/logs/mysqld.|
0g

Usually, you'll need to restart your server(s) for your changes to take effect. LAMP packaged by Bitnami
includes a control script that lets you easily stop, start and restart Apache, MariaDB and PHP. The script is
located at /opt/bitnami/ctlscript.sh. Call it without any arguments to restart all services:

shell> sudo /opt/bitnami/ctlscript.sh restart

Or use it to restart a specific service only by passing the service name as argument - for example ‘'mariadb':

shell> sudo /opt/bithami/ctlscript.sh restart mariadb

EP bitnami@ip-172-31

Step 6: Deploy the XAMPP Application to the
Cloud Server

At the end of this step, your PHP/MariaDB application will be running in the cloud.

Your cloud server is now provisioned, secured and has a functional PHP/MariaDB environment. All that’s left is
for you to transfer your application code from your local XAMPP environment to your cloud server and set up
the database.

The easiest way to transfer files to the server is with FTP or SFTP. Although you can use any FTP/SFTP client,
| like FileZilla, a cross-platform, open source and feature-rich client. Download it from the FileZilla website and
install it using the automated installer - it's a quick process, only requiring you to agree to the license, choose
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https://filezilla-project.org/
https://filezilla-project.org/

the components (the default selection is usually fine) and specify the installation directory.

F Filezilla Client 3.8.0 Setup N o 5

License Agreement
Flease review the license terms befors installing FileZilla Clisnt 3.6.0, E

Press Page Down to see the rest of the agreement,

iah GEMERAL PUBLIC LICEMSE i’
Yersion 2, June 1991
Copyright (T 1979, 1931 Fres Snftware Foundatinn. Tne.
EEREU 5 Filezilla Client 3.8.0 Setup o [ 7|

Everyone |

of thislicer  Choose Components

Choose which features of FileZila Client 3.8.0 you want to instal, E
| Thelicens:

Check the components you want to install and uncheck the companents you don't wank ko
Ifyouaccer  install. Click Nexk ko continue.
agreement t

HulsofE Instal | Selact components tainstalls Description
Pasiian your mouse
[ 1c0n sets aver a companent b
[ Lanquage files see its descrigtion,

& Filezilla Client 3.8.0 Setup i [ [

Choose Install Location
Chanse the falder in which ko install FileZila Client 3.8.0, E

Space required: 9.1MB

Setup will install FileZilla Client 3.8.0in the following Folder. To install in a different Folder, click.

FUlort Instalsyetem ven Browse and select another folder, Click Next ko continue.

"Dest\natmn Falder

Browse..,

Space required: 9.1MB
Space available: 34.6GE

rullsoft Install System v2, 45-Unicode

< Back I Mext > I Cancel

Once FileZilla is installed, launch it and you'll arrive at the main split-screen interface, one side for your local
directories and the other for remote directories.

F Filezilla -10] x|
File Edit View Transfer Server Bookmarks Help
R A
‘ﬂuﬁt [ Username: [ Password: | Bort: Quickeonnect |+
Local site; | === — — —— ~||Remotesit=: =
153 lbrary -]
E-Enh
=2 =
: -0 tasks = |
Filename_/ [ Filesize [ Filetype ~ ] [Filename_~ [ Filesize [ File
Chess File Folder
(Dfonts File Folder Hok connected to any server
s File Folder
[Dyschema File Folder
Eyvendor File Folder
[E) htaccess 262 HTACCESS File
| composer. json 57 JSON File
(B cormposer.lock 2,027 LOCK File
compaser phar 1,011,781 PHAR File 2
« | o[ |4l o
6 files and 5 directories, Total size: 1,019,463 bytes Not connected.
Server/Local file Directi... | Remote file [ Size [ Prioriy | Status |
Queued files l Faled transfers. J Successful bransfers
&0 Queusi empty @@

To connect to the cloud server and deploy your application, follow these steps:
» Use the "Edit _ Settings" command to bring up FileZilla’s configuration settings.

e Within the "Connection _ SFTP" section, use the "Add keyfile" command to select the private key file for
your server. FileZilla will use this private key to log in to the cloud server.
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Settings X|

Select page: [~ Public Key Authentication
[=1- Connection | | Tasupport public key authentication, FileZila needs to know the private keys to
EFTP use.
- hdtive mods Private keys:
i Passive mode
LFTP Proxy ﬂename | Comment ata
SFTR Ci\Program Files\PuTT¥ibitnami-ho...  bitnami-hosting. .. sh-rsa 2048 ed:le:

- GENEic proxy

[=- Transfers

H Filz Types

i lFile exists ackion

B Interface

- Themes

- Dateftime Format
Filesize: Format

-~ File: lists
- Language 4 | | _»I
[=]-File editing LI
Alternatively you can use the Pageant ool Fram PUTTY ko manage your keys,
Cancel | FileZilla does recagnize Pageant.

» Use the "File _ Site Manager _ New Site" command to bring up the FileZilla Site Manager, where you can
set up a connection to your cloud server.

» Enter your server host name or IP address and user name.

» Select "SFTP" as the protocol and "Normal" as the logon type.

Site Manager i x|
Select Entry: G | |
J My Sites
-1 bitnarmi@130.211.51.215 Host: [130.211.51.215 Port: |22
Protocal: ISFTP - 55H File Transfer Frotocol j
Logon Type: INormaI j
User: Ihitnami
Basswora: ||
Arcount: I
Comments:
Mew Site | MNew Folder | =
MNew Bookmark | Rename |
Delete | Duplicate | LI
Connect I OK | Cancel |
7

Use the "Connect" button to connect to the cloud server and begin an SFTP session.
« On the remote server side of the window, change to the /opt/bithami/apache2/htdocs directory
* On the local server side of the window, change to the directory containing your application code.

* Upload your XAMPP application code to the remote directory by dragging and dropping the files from the

local server to the cloud server (you can back up the original contents of the directory if you wish, by
downloading them first).
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P2 bitnami@aws372628.hitnamiapp.com - sftp://bitnami@aws372828.bitnam =[]
File Edit View Transfer Server Bookmarks Help
R EEE AR
‘ Host: | Username: | password: | port: ~
[Status: Retrieving directory listing. ;‘
(Cormand: itnam/apache2;Htdocs”
R esponse tory is: " optbitnemi/apache2 htdocs"
Conmand:  Is
Status: Listing directary fopt{bitnamifapachezihtdocs
IStatus: Directory listing successful -
Local ste: || | WRemote sits: | foptibitmanijapachez/htdocs |
B AT e =
153 phper B0 bimami
) tasks = 2 apache2
=zR | © hitdecs =
Filename | Filesiee | Filetype | [Fiename - | Filesize | File
Sess File Folder Dimg File
Efonts File Folder | 503 html 1,384 Firt
=) File Folder \&] applications himl 1,016 Firt
Eschema File Folder dbimarnl.ces 3,145 Cat
templates File Folder [E favicon.ica 1,150 Ico
Evendar File Folder &) inclexhtml 1,516 Firt
=) htaccess 262 HTACCESS File =) phpinfo.php 17 PHE
= composer. json 57 ISONFile
=) composer lock 2,027 LOCK File ~
< | » <] | |
6 files and 6 directories, Total size: 1,018,463 bytes 6 flles and 1 directory. Total size: 8,228 bytes
Server/Local file Directi,.. | Remote flle | size | Priority | Status |
Queued files | Faledtransfers | Successful transfers
e Quele: erpty @@

* Once the files are transferred, log in to the server console using PUTTY.

« Create a database for the application using the MariaDB command-line client (you can use phpMyAdmin if

you prefer a graphical interface). For example, since the application is a to-do list, let's call the database
'tasks'.

mysql> CREATE DATABASE tasks;
» Follow best practices and create a separate MariaDB user with privileges to access only this database.

mysql> GRANT ALL ON tasks.* TO 'tasks'@'localhost' IDENTIFIED BY 'klio89';

P bitnami@ip-172-31-38-218: ~ - O X

ion Ab and others.

o clear the current input statement.

 If required, update database credentials in your application. Then, install the application schema in the new
database (assuming you already uploaded it with the application code). For example, you can use the
following command with the MariaDB command-line client:

shell> mysql -u tasks -D tasks -p < schema/tasks.sq|l
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If you're logged in to phpMyAdmin, you can also import the database schema from your local XAMPP system.
To do this, select the "Import" tab of the phpMyAdmin dashboard, select the file containing the schema, and
click "Go" to have the tables created in your selected database.

Databases | S0L G Status Users | [i= Expo ~ Settings

Importing into the current server

File to Import:

File may be compressed (gzip, bzip2, zip) or uncompressed
L gl + o

gon]. Example: .sql.zip
Browse your computer. | Choose File | Mo file chosen (Ml BOMIE)

Character set of the file: | utfd v

Partial Import:

# Allow the interruption of an import in case the script detects it is close to the PHP timeout limit. (This ®
Igrge files, however it can break transactions.)

Skip this number of gueries (for SAL) or lines (for other formats), starting from the first one: |0

Format:

SaL v

You can also learn more about using phpMyAdmin to back up and restore databases.

Browse to your cloud server’s host name and your application should be active. Here are a few screenshots of
the example to-do list application running on the cloud server.

My Tasks
Paytaxes =
Buy egos EXTITRIERT) =
(o5

My Tasks

Pay taxes [ ENEEITECE] m

Buy oggs [EIIRIEDTY =3

Start a band [ERYEITF W

Congratulations! You've successfully deployed your XAMPP application in the cloud.
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https://docs.phpmyadmin.net/en/latest/faq.html#using-phpmyadmin

Improve Application Performance

Web application performance problems are hard to debug at the best of times, and more so when your server
is in the cloud and running a pre-packaged stack. The responsiveness of your application at any given moment
depends on numerous factors: server type, network bandwidth, cloud provider load, database load, caching
system in use, application code structure, query structure and various other variables.

LAMP packaged by Bitnami already uses the Apache Event MPM and PHP-FPM for
reduced memory usage and an increase in the number of simultaneous requests

IMPORTANT that the server can handle (more information). It also comes with the
mod_pagespeed Apache module activated to rewrite pages on the fly and improve
latency.

If you're finding that your PHP/MariaDB application’s performance is not up to scratch, here are a few general
tips you can consider:

LAMP packaged by Bitnami includes APCu, a popular PHP bytecode cache. Usually, when a PHP script is
executed, the PHP compiler converts the script to opcodes and then executes the opcodes. APC provides
a framework for opcode caching, thereby speeding up PHP applications without needing any code
changes. Make sure your APC cache has enough memory and a long TTL. Read more about APCu and
how to use APC with PHP and Bitnami.

LAMP packaged by Bitnami also includes the PHP memcache extension. Memcache is a high-
performance, distributed memory object caching system. Consider using memcache to store frequently-
accessed fragments of data in memory as arrays, thereby reducing the load on your MariaDB database
server. Read more about memcache in PHP.

Turn on MariaDB’s slow query log and set MariaDB’s 'long_query_time' variable to a low number. This lets
you track which of your queries are performing inefficiently and adjust them, either structurally or by
applying table indexes as needed, to improve performance. You can use tools like mysqgldumpslow or
mysql-slow-query-log-visualizer to parse and analyze the slow query logs generated.

If your application is database-heavy, you'll gain performance by giving the MariaDB server more memory.
You may use the MariaDB Optimization and Tuning guides, to identify which server parameters need
tuning, and incrementally make changes to your server's cache and buffers to improve performance. For
example, if your tables are all MyISAM, disable InnoDB in your my.cnf file to save further memory.

Unload Apache modules which you don’t need to save memory, and adjust the log level to errors only.

Minify your JavaScript code, and consider using a CDN for static content like images.

Good luck, and happy coding!

Useful Links

Amazon Web Services
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https://httpd.apache.org/docs/2.2/mod/event.html
https://php-fpm.org/
https://developers.google.com/speed/pagespeed/module
https://php.net/manual/en/book.apcu.php
https://php.net/manual/en/book.apcu.php
https://docs.bitnami.com/aws/infrastructure/lamp/configuration/install-modules-php/#apcu
https://php.net/manual/en/memcache.installation.php
https://memcached.org/
https://php.net/manual/en/book.memcache.php
https://mariadb.com/kb/en/slow-query-log-overview/
https://mariadb.com/kb/en/mysqldumpslow/l
https://code.google.com/p/mysql-slow-query-log-visualizer/
https://mariadb.com/kb/en/optimization-and-tuning/
https://aws.amazon.com

¢ Bitnami Launchpad for AWS Cloud

« LAMP packaged by Bitnami

* LAMP packaged by Bithami Documentation
e PUTTY

» Filezilla

» Example Project (.zip)
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https://aws.bitnami.com
https://bitnami.com/stack/lamp
https://docs.bitnami.com/general/infrastructure/lamp
https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://filezilla-project.org/
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